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Abstract— DC arc faults in residential, commercial, and 
industrial DC microgrids pose significant safety and reliability 
challenges, including potential fire hazards, equipment damage, 
and system downtime. Despite advancements in detection 
technologies, accurately detecting and mitigating DC arc faults 
remains difficult due to the dynamic nature of microgrids, 
fluctuating load conditions, and the absence of zero-crossing 
points in DC systems. This review provides a thorough analysis 
of existing DC arc-fault detection methods, including time-
domain, frequency-domain, time-frequency analysis, and 
machine learning techniques, and compares their performance 
in terms of accuracy, robustness, and real-time applicability. 
The review highlights the principles, advantages, and 
limitations of each approach, addressing key challenges such as 
noise interference, low-current arc detection, and the need for 
real-time processing. Furthermore, it discusses recent 
developments in hybrid detection systems, high-frequency 
signal processing, and deep learning models as promising 
solutions to enhance detection accuracy and system reliability, 
while also addressing practical implementation challenges. 
Finally, the review outlines future research directions, 
emphasizing the importance of adaptive algorithms, 
standardized testing protocols, and integration with emerging 
grid technologies. This review distinguishes itself by providing a 
systematic comparison of detection paradigms and a 
synthesized roadmap for future research, bridging the gap 
between theoretical advances and practical implementation in 
diverse microgrid environments. 
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I. INTRODUCTION 
In the era of global energy transition, DC microgrids have 

become pivotal for integrating renewable sources, making the 
safety and reliability of these systems a worldwide research 
priority. A microgrid is a localized cluster of distributed 
energy resources (DERs) and loads that operates as a single 
controllable entity. It can synchronize with the primary grid 
and disconnect to operate autonomously in response to 
physical and economic conditions [1], [2], as illustrated in 
Fig. 1. The growing integration of renewable energy sources 
(RES), energy storage systems (ESS), and distributed 
generation (DG) has positioned microgrids as a cornerstone 
of the modern energy transition. Among these, direct current 
(DC) microgrids have gained prominence due to their 
inherent advantages, including higher energy efficiency, 
reduced conversion losses, and seamless compatibility with 

RES such as solar PV, batteries, and emerging DC loads, such 
as electric vehicles and data centers [3]-[5]. 

 

Fig. 1. Architecture of a DC Microgrid System 

However, the widespread adoption of DC-based systems 
has simultaneously introduced new challenges in safety and 
reliability, most notably the detection and mitigation of DC 
arc faults [6], [7]. Unlike AC systems, where current zero-
crossings facilitate arc interruption, DC arcs sustain 
indefinitely until manually cleared, posing significant fire 
hazards and equipment damage risks [8], [9]. This 
fundamental difference the absence of a natural current zero 
makes DC arc detection and interruption inherently more 
challenging than in AC systems. Faults in series and parallel 
DC arcs can occur in photovoltaic (PV) systems, battery 
storage, and electric vehicle (EV) charging infrastructure due 
to insulation degradation, loose connections, or component 
failures. These faults often exhibit subtle current and voltage 
signatures that evade conventional protection schemes [10]-
[12]. DC arc faults, responsible for over 40% of photovoltaic 
(PV) system fires [13], present a critical safety challenge that 
demands reliable detection methods. 

Traditional approaches based on current threshold 
monitoring and time-domain analysis, including RMS values, 
peak current, and waveform asymmetry [14], offer 
computational efficiency but often fail to discriminate 
between actual arc faults and normal system transients such 
as inverter switching, shading effects, and maximum power 
point tracking (MPPT) adjustments [15]. This performance 
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gap, characterized by high false-positive rates and limited 
sensitivity to low-current series arcs, is a key driver for the 
development of more intelligent detection schemes. This 
limitation is particularly pronounced in noisy environments 
with power electronic converters, where such methods 
frequently yield false positives and missed detections [16]. 
To overcome these shortcomings, frequency-domain 
techniques such as the fast Fourier transform (FFT), short-
time Fourier transform (STFT), and wavelet transform (WT) 
have been employed to capitalize on the unique high-
frequency spectral signatures generated by arc faults during 
ionization and deionization processes [17]. While these 
methods enhance detection sensitivity, they introduce new 
challenges, including high sampling rate requirements and 
inherent trade-offs between temporal and spectral resolution 
[18]. 

In recent years, there has been a paradigm shift toward the 
application of artificial intelligence (AI) and machine 
learning (ML) techniques for arc fault detection. Deep 
learning, in particular, offers a significant practical advantage 
through end-to-end feature extraction from raw data, 
bypassing the need for manual feature engineering and thus 
showing great promise in overcoming challenges like noise 
and transient discrimination. Supervised learning models, 
such as support vector machines (SVM), k-nearest neighbors 
(k-NN), and decision trees, have been trained on statistical 
and spectral features to enhance classification performance 
[19]. More recently, deep learning architectures such as 
convolutional neural networks (CNNs), long short-term 
memory (LSTM) networks, and hybrid models have 
demonstrated superior capability in learning discriminative 
features directly from raw waveform data, offering the 
potential for higher reliability, safety margins, and reduced 
false alarms [20], [21]. 

Despite these advancements, several challenges remain 
unresolved. The lack of standardized and publicly available 
arc fault datasets hampers the benchmarking of detection 
algorithms and restricts reproducibility in research. Most 
studies rely on laboratory-generated signals or private 
datasets, which may not fully capture the diversity of real-
world operating conditions [22]. Environmental variability, 
such as temperature, humidity, and load fluctuations, can 
affect the signal characteristics, making it difficult for static 

models to maintain high accuracy. Real-time implementation 
constraints such as processing delay, computational 
overhead, and hardware compatibility limit the deployment 
of complex ML models in embedded systems [23]. 
Moreover, the distinction between arc faults and non-fault 
transients remains a persistent issue, necessitating robust 
feature extraction and model interpretability. The primary 
contribution of this review.  
● It establishes a novel, systematic taxonomy and a 

comparative framework for DC arc fault detection 
methods, comprehensively analyzing their strengths and 
limitations as detailed in Table II. 

● It identifies critical, unresolved gaps at the intersection of 
algorithm performance and practical 
implementation, particularly highlighting the challenges 
of data scarcity, model interpretability, and computational 
complexity. 

● It outlines a forward-looking research roadmap that 
prioritizes hybrid intelligent systems, standardized 
benchmarking, and edge-computing solutions to bridge 
the gap between research and real-world deployment. 

II. DC ARC FAULTS IN MICROGRID SYSTEM 

A. Arc Hazard in Microgrid 
Arc faults are a critical concern in DC microgrids due to 

their potential to cause severe damage, yet reliable detection 
methods remain a challenge [24]. Statistical data from the fire 
incident reports highlight that arc faults are a leading cause 
of electrical fires in PV systems, substantiating the critical 
nature of this risk [13, 29]. These faults can originate from 
loose connections, insulation degradation, broken cables, or 
corroded connectors, posing significant risks such as fires, 
equipment damage, and system-wide failures, particularly in 
EV and battery systems with frequent plug-in and out 
operations [25]-[27]. When an arc fault occurs, it introduces 
additional impedance, reducing current while increasing 
voltage across the arc, making traditional circuit breakers 
ineffective, as shown in Fig. 2. Detection is further 
complicated by the unpredictable nature of arc faults, which 
can arise anywhere in a PV system [28]. 

The dangers of undetected arc faults are well-
documented, with the NFPA and U.S. Fire Administration 
reporting numerous PV system fires caused by series arc 

Fig. 2. Illustrates DC arc fault impacts: (a-b) electrical signatures [28], (c-f) fire incidents in PV systems (Singapore 
[30], China [31]), batteries (Australia), and EVs (China [32]). 
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faults [29]. To address this, standards such as UL 1699B and 
IEC 63027 mandate the use of Arc Fault Circuit Interrupters 
(AFCIs) in PV systems with a DC voltage above 80 V, 
requiring them to detect and interrupt faults within 2.5 
seconds while ignoring benign transients (e.g., MPPT 
adjustments or inverter switching) [33], [34]. These standards 
define specific performance criteria, including response time 
and immunity to nuisance tripping, which form a critical 
regulatory framework for AFCI development. An arc fault 
sustains a conductive plasma channel, generating extreme 
heat up to 5000°C, degrading insulation, and emitting 
electromagnetic interference (EMI) [33]. The energy released 
can be quantified by the equation: 

𝐸!"#	 =	𝑉!"#𝐼!"# . 𝑡 (1) 

where 𝑉!"# is the arc voltage, 𝐼!"# is the arc current, and t 
is the duration of the arc. These conditions can propagate 
faults across the system if not rapidly detected and isolated. 

B. Classification of Arc Faults 
DC arc faults are broadly classified into series and parallel 

types. Series and parallel arc faults, including ground faults, 
are illustrated in Fig. 3. Series arc faults occur along a single 
conductor path, usually due to a loose or broken connection. 
Because the fault is in series with the load, the current 
remains close to normal levels, making these faults difficult 
to detect [35]. In contrast, parallel arc faults occur between 
conductors of differing potential, such as positive and 
negative rails and between a conductor and ground [36]. 
These faults result in significantly higher fault currents and 
are easier to detect but more hazardous. Diagnostically, series 
arcs are often identified by high-frequency noise and slight 
voltage drops, while parallel arcs manifest as large current 
spikes and distinct electromagnetic interference (EMI) 
signatures. Importantly, these fault types can occur across 
any component in a microgrid not just PV panels [37]. For 
instance, EV charging connectors are prone to both series and 
parallel arcs due to frequent handling, while battery terminals  
under high discharge can develop series arcs. Wind turbine 
rectifier outputs and BESS interconnections also experience 
similar risks under fluctuating environmental load conditions 
[38]. This underscores the critical need for reliable detection 
methods.  

These characteristics directly inform the development of 
detection strategies, guiding the choice of sensors and signal 
processing techniques for effective fault identification. These 
arcs whether series or parallel pose significant fire and safety 
hazards, necessitating robust detection mechanisms to 
mitigate risks, an area where artificial intelligence is playing 
a significant role. A comparison between series and parallel 
arc faults is presented in Table I. 

 
Fig. 3. Classification of DC Arc Faults 

III. DC ARC FAULT DETECTION METHODS IN 
MICROGRID SYSTEEM 

DC arc faults in microgrid systems involve employing a 
variety of methods that can capture the unique characteristics 
of arcing behavior. As DC arc faults can appear subtly in the 
system, as shown in Fig. 4, which illustrates potential arc 
fault locations in a DC microgrid, detection strategies must 
be able to distinguish between arc faults and normal 
transients, ensuring real-time protection without introducing 
excessive false alarms. Fig. 5 provides a general taxonomy of 
these methods. The most commonly used methods for DC arc 
fault detection include time-domain analysis, frequency-
domain analysis, machine learning, and hybrid methods.  

A. Time-Domain and Signal Processing Methods 
Time-domain and signal processing methods for DC arc 

fault detection analyze transient changes in current and 
voltage signals using statistical features such as root mean 
square (RMS), standard deviation, peak values, and signal 
derivatives to identify irregularities caused by arcing [39]. A 
common approach involves threshold-based techniques, 
where predefined limits for RMS or peak values trigger fault 
detection, as demonstrated by Seo et al. [40], who achieved 

Fig. 4. Potential location dc arc fault in microgrid system 
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99.999% accuracy in arc fault identification. However, these 
methods face challenges in distinguishing series arc faults 
which exhibit current levels similar to normal loads from 
disturbances like inverter switching or MPPT adjustments, 
leading to false positives [41]. Environmental noise and load 
variations significantly influence these time-domain signal 
features, making robust discrimination a key challenge. To 
improve reliability, wavelet transform has been employed to 
extract arc fault features in the time-frequency domain, 
particularly in complex microgrid structures [42]. 
Additionally, multi-feature approaches combining standard 
deviation, RMS of wavelet coefficients, and spectral 
eigenfrequency amplitude have enhanced fault detection 
compared to conventional methods [43]. Despite their 
simplicity, these techniques struggle with environmental 
noise and load fluctuations. 

Advanced signal processing techniques have been 
developed to mitigate these issues. For instance, wavelet 
transforms and autocorrelation algorithms have been used to 
mitigate noise in power electronics [44], [45]. Furthermore, 
the Multidimensional Feature-based Temporal Convolutional 
Network (TCN-RVM) (where RVM stands for Relevance 
Vector Machine) achieved 99.88% accuracy in arc fault 
detection for More-Electric-Aircraft systems [46]. Optical 
spectrometry has also been explored for its fast response and 
immunity to electromagnetic interference [47], alongside 
fractal dimension analysis of current and voltage waveforms 
to detect sustained arcs [48]. Differential Discrete Wavelet  

Transform (DWT) with adaptive thresholds further 
improves detection in photovoltaic systems by distinguishing 
between arc noise and inverter noise [49]. while time-domain 
and signal processing methods offer rapid processing and are 
foundational to many detection systems, their limitations in 
noisy and dynamic environments often necessitate 
integration with more advanced AI-based classification and 
hybrid approaches to enhance accuracy and robustness in DC 
microgrid applications. 

B. Machine Learning Methods for DC Arc Fault Detection 
The growing complexity of DC microgrids and the 

dynamic nature of arc faults have led to increased adoption 
of machine learning (ML) techniques for fault detection. 

These methods train algorithms to automatically learn 
distinctive arc fault features from labeled datasets, improving 
detection accuracy and adaptability. Supervised learning 
models, including Support Vector Machines (SVM) [50], k-
Nearest Neighbors (k-NN) [51], and Decision Trees (DT) 
[52], have been widely applied to detect both series and 
parallel arc faults. These algorithms rely on time-domain and 
frequency-domain features, such as RMS, variance, and 
harmonic content, to distinguish faults from normal 
operation. For instance, a Kalman filter-based algorithm 
estimates line admittances from voltage and current samples, 
enabling rapid detection and localization of high-impedance 
series arc faults in DC microgrids [53]. Additionally, an 
accurate DC arc model incorporating steady-state impedance, 
high-frequency characteristics, and dynamic behavior has 
been developed to enhance fault detection in low-voltage DC 
(LVDC) systems [54]. To improve real-time diagnosis, 
current filtering based on empirical rules combined with 
intelligent ML techniques has been proposed, allowing 
effective arc detection using only current sensor signals [55]. 
Other approaches analyze time-domain features such as 
average, median, variance, RMS, and peak-to-peak current 
distance to enhance detection across varying loads and 
conditions [56]. Random Forest models have also 
demonstrated high accuracy in identifying arc faults by 
analyzing statistical signal anomalies, improving electrical 
system safety [57]. For faster implementation, FPGA-based 
hardware accelerators have been proposed to deploy ML 
algorithms efficiently in real-time applications, optimizing 
detection speed [58].   

Further advancements include semi-supervised and 
ensemble learning methods, which enhance traditional SVM 
and DT algorithms, reducing detection latency and improving 
classification performance [59]. Ensemble ML techniques 
combined with adaptive normalization address challenges 
like low fault currents and erratic arc behavior, increasing 
detection reliability across different loads [60]. In electric 
vehicle (EV) applications, ML-based approaches such as the 
VGG16 network analyze arc current spectrum 
data, achieving over 98% accuracy in fault recognition [61]. 
A machine learning-based approach for fault detection and 

Fig. 5. DC Arc Fault Detection Techniques 
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location in low-voltage DC microgrids using compressed 
sensing and Regression Tree techniques achieved fault 
detection in 1 ms and over 93% accuracy in fault 
location [62]. 

Recent advances in deep learning have significantly 
enhanced DC arc fault detection capabilities in microgrid 
systems, with Convolutional Neural Networks (CNNs) [63], 
Long Short-Term Memory (LSTM) networks, and 
Transformer-based models demonstrating particular 
effectiveness in real-time applications. These deep learning 
approaches excel at automatically extracting discriminative 
features directly from raw signal data, offering superior 
detection accuracy and reduced false positives compared to 
traditional methods. Notable implementations include Patil et 
al.'s [64] comparative study of Multi-layer Perceptrons and 
CNNs, which demonstrated CNNs' superior performance in 
noisy environments, and a Deep Attention Dilated Residual 
Convolutional Neural Network achieving a 
remarkable 99.96% accuracy in fault detection and location 
for grid-connected microgrids [65]. Hybrid architectures 
have shown particular promise, with a combined CNN-
LSTM network reaching 98.43% accuracy for series DC arc 
faults [66], while specialized implementations like the 
Convolutional Neural Network-Based Intelligent Protection 
Strategy (CNNBIPS) [67] and lightweight CNN models 
optimized for microcontrollers [68] have achieved 98.15% 
accuracy with rapid 25ms detection times when paired with 
solid-state circuit breakers. The LSTM-Transformer model 
has further extended these capabilities to electric vehicle 
applications, demonstrating 97% recognition rates for series 
arc faults under diverse operating conditions [69]. However, 
ML and DL methods face significant implementation 
challenges, particularly regarding their dependence on large, 
high-quality training datasets a notable limitation given the 
current scarcity of publicly available arc fault data and their 
substantial computational requirements, which often 
necessitate specialized hardware for real-time deployment in 
practical microgrid environments. 

C. Hybrid Methods for DC Arc Fault Detection 
Hybrid detection methods combine multiple techniques to 

leverage their complementary strengths, enhancing both 
accuracy and robustness in arc fault identification. These 
approaches often integrate time-domain features (e.g., RMS, 
peak current) with frequency-domain analysis (e.g., harmonic 

content, wavelet coefficients) to improve detection 
reliability. Machine learning further enhances these methods, 
with ensemble techniques like Random Forest (RF) and 
Gradient Boosting Machines (GBM) combining multiple 
classifiers for superior performance. Advanced hybrid 
models also merge deep learning with signal processing such 
as CNNs with wavelet transforms or LSTMs with spectral 
features to detect complex fault patterns even in noisy 
environments. By capturing a broader range of fault 
characteristics, hybrid methods significantly improve 
discrimination between actual arcs and normal system 
transients compared to single-method approaches. 

Several studies demonstrate the effectiveness of these 
hybrid approaches. Anggriawan et al. [41] achieved 99.98% 
accuracy in identifying series arc faults by combining Fast 
Fourier Transform (FFT) with artificial neural networks 
(ANNs). Similarly, Jeong et al. [70] used a deep neural 
network (DNN) to analyze FFT-derived frequency 
characteristics, achieving high accuracy across varying 
operating conditions. Other notable techniques include 
BPNN-FFT fusion with 97.5% accuracy for photovoltaic 
systems [71], All-Phase FFT (APFFT) with windowed 
analysis achieving a 0.3s detection time [72], and time-
frequency feature fusion with machine learning yielding 
98.2% accuracy [73]. Additionally, multi-stage mathematical 
morphology filters paired with RNNs achieved 98.24% 
accuracy [74] and wavelet entropy combined with 
SVM/logistic regression reached 100% accuracy in EV  
systems [75]. Windowed Fourier transform with SVM has 
also proven effective in reducing false detections in EV 
power systems [76], while integrated deep learning models 
have reached 99% accuracy in PV applications [77]. The 
computational demands and implementation feasibility of 
these hybrid approaches must be carefully considered, 
especially for embedded or low-cost DC microgrid systems 
where real-time performance is crucial. In conclusion, despite 
their challenges in computational complexity, which can 
limit real-time deployment in cost-sensitive embedded 
systems, the resilience of hybrid methods to noise, their 
adaptability to diverse microgrid topologies, and their high 
detection accuracy make them a promising solution for next-
generation arc fault detection in DC systems. 

TABLE I.  COMPARISON BETWEEN SERIES AND PARALLEL ARC FAULTS 

Feature Series Arc Fault Parallel Arc Fault 

Circuit Location In series with the load path. Between conductors of different potentials (e.g., 
+ve to -ve, conductor to ground). 

Common Causes Loose connections, broken wires, degraded 
connectors. 

Insulation failure, conductor bridging, physical 
damage. 

Current Magnitude Similar to or slightly less than the normal load 
current. 

Very high, limited only by source impedance 
and cable resistance (short-circuit level). 

Voltage Signature Voltage drop appears across the fault. System voltage drops significantly. 

Primary Hazard Overheating at the fault point, leading to fire 
ignition. 

Extreme energy release, intense heat, and 
potential for explosion. 

Detection Difficulty High – Current remains within normal operating 
range. 

Moderate to Low-High current is a clear 
indicator, but speed is critical. 

Key Diagnostic Features High-frequency noise (EMI), current ripple, 
waveform "shoulders" or steps. 

Rapid current rise (di/dt), high-frequency 
transients, and often a voltage collapse. 
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IV. DC ARC FAULT DETECTION CHALLENGES 
Table II provides a synthesized comparative summary of 

the methods discussed in Section III, guiding researchers 
toward selecting optimal detection strategies based on 
accuracy, response time, and noise immunity for specific 
microgrid configurations. DC microgrid arc fault detection 
remains a complex problem due to the absence of natural arc 
extinction, high-frequency noise, and fast fault currents. 
Conventional methods struggle to keep up, while advanced 
techniques (ML, DL, hybrid approaches) face data, 
adaptability, and real-time processing challenges. Future 
solutions must balance speed, accuracy, and computational 
efficiency to ensure reliable protection. 
a) Conventional Methods: Traditional overcurrent and 
differential protection techniques fail with DC arc faults 
because of their distinct properties, such as low fault current 
magnitudes and intermittent arcing behavior. Conventional 
methods often rely on steady-state fault signatures, which can 
miss or delay detections in dynamic microgrid systems 
because they are unable to identify rapidly changing DC arcs. 
Moreover, these techniques lack the sensitivity required to 
identify DC defects because they are usually made for AC 
systems. Arc extinction is made more difficult in DC systems 
due to the lack of zero crossings, which renders conventional 
protection techniques ineffective. 
b) Time-Domain and Signal Processing Methods: These 
techniques analyze voltage and current transients to detect 
abrupt changes associated with arc faults. However, they 
struggle with noise interference, particularly in microgrids 
with high penetration of power electronic converters. Fast 
fault currents in DC systems make it challenging to 

distinguish between real arcs and normal transients, resulting 
in false positives or missed detections. These methods also 
require precise threshold settings, which may not be 
universally applicable across different microgrid 
configurations. Additionally, the dynamic nature of 
distributed energy resources (DERs) can introduce transient 
behaviors that mimic fault conditions, further reducing 
detection accuracy. 
c) Frequency-Domain Methods: High-frequency noise from 
DC arcs often overlaps with switching harmonics and 
electromagnetic interference (EMI), complicating the 
isolation of fault signatures. Frequency-based detection 
requires robust filtering techniques to avoid false triggers, but 
these filters may inadvertently attenuate critical fault 
indicators. Additionally, resonant behaviors in microgrids, 
caused by LC components and inverter-based sources, can 
distort fault signatures, reducing reliability. The varying 
impedance characteristics of different microgrid topologies 
also introduce challenges in maintaining consistent detection 
performance. 
d) Machine Learning (ML) Methods: ML models offer 
adaptive detection by learning from historical fault data, but 
they require large, accurately labeled datasets, which are 
scarce for DC arc faults. Variations in microgrid operation, 
such as changes in load profiles and DER integration, can 
lead to model performance degradation over time. Real-time 
implementation is challenging due to computational 
constraints in embedded protection devices, which may lack 
the processing power for complex algorithms. Additionally, 
the interpretability of ML models remains a concern, as 
protection systems require transparent decision-making for 
reliability and compliance. 

TABLE II.  COMPARISON OF DC ARC FAULT DETECTION METHODS 

Method Strengths Limitations 

Time-domain Methods 
Simple and fast implementation. 
Low computational requirements. 
Suitable for basic, real-time applications. 

Less effective at detecting subtle series faults. 
Prone to false positives from load transients (e.g., inverter 
switching, MPPT). 
Limited accuracy for low-current arcs and complex fault 
patterns. 

Frequency-domain 
Methods 

Better at detecting high-frequency signatures and arc 
harmonics. 
More robust against certain load transients and low-
frequency noise. 

Requires high sampling rates and processing power. 
Performance degrades with non-stationary or intermittent arcs. 
Real-time implementation can be computationally intensive. 

Machine Learning 

High accuracy and adaptability to various fault types. 
Can classify complex patterns in time and frequency 
domains. 
Flexible in handling noise and load variations. 

Requires large, accurately labeled datasets for training. 
Model performance may degrade with unseen data or changing 
system conditions. 
High latency for complex feature extraction; requires 
significant resources for real-time use. 

Deep Learning  

Very high accuracy; capable of learning complex, non-
linear patterns directly from raw data. 
Automatic feature extraction eliminates manual 
engineering. 
Highly adaptable to different microgrid configurations 
and fault conditions. 

Requires a very large amount of labeled data for training. 
High computational cost for both training and inference. 
"Black-box" nature reduces interpretability, which is critical for 
safety systems. 
Prone to overfitting with limited or poor-quality data. Requires 
a large amount of labeled data for training 

Hybrid Approaches 

Combines strengths of multiple methods, improving 
overall robustness and accuracy. 
Reduces false positives by cross-verifying fault 
indicators. 
Better adaptability to a wider range of fault conditions 
and system noises. 

Increased system complexity and design effort. 
Higher computational burden from running multiple 
algorithms. 
Requires careful tuning and optimization of all integrated 
components. 

Edge Computing (Hybrid 
+ IoT) 

Enables real-time processing with low latency. 
Reduces bandwidth needs by processing data locally. 
Ideal for remote or decentralized microgrid systems. 

Limited by device memory, power, and processing constraints. 
May require model simplification, potentially reducing 
accuracy. 
Introduces security and maintenance challenges for distributed 
devices. 
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e) Deep Learning (DL) Methods: DL models, while capable 
of extracting intricate fault patterns, demand even more data 
and computational resources than traditional ML approaches. 
Overfitting is a significant risk due to the limited availability 
of real-world DC arc fault samples, reducing the model's 
generalization across different systems. Deploying complex 
DL architectures, such as convolutional neural networks 
(CNNs) or long short-term memory (LSTM) networks, in 
real-time microgrid protection systems remains a hardware 
and latency challenge. Moreover, the lack of standardized 
fault datasets makes it challenging to benchmark DL-based 
detection methods effectively. 
f) Hybrid Approach: Combining time-domain and 
frequency-domain methods improves detection robustness by 
leveraging complementary fault signatures. However, this 
integration increases system complexity, requiring 
sophisticated signal processing and decision fusion 
algorithms. Hybrid approaches must carefully balance 
sensitivity and false-alarm rates, which is particularly 
difficult under varying microgrid operating conditions. 
Additionally, integrating multiple detection techniques 
demands extensive tuning and validation to ensure reliable 
performance across diverse fault scenarios. The adaptability 
of hybrid methods to emerging microgrid architectures, such 
as meshed or bipolar DC grids, remains an open research 
challenge. 

V. FUTURE RESEARCH DIRECTIONS AND DISCUSSION 
The analysis of existing DC arc fault detection methods 

reveals persistent gaps, including data scarcity for AI models, 
computational constraints for real-time deployment, a lack of 
standardized testing, and limited adaptability to dynamic grid 
conditions. Addressing these challenges is crucial for 
advancing the field. The future of DC arc fault detection in 
microgrids will be shaped by advancements across several 
interconnected domains. 

A. Algorithmic and Data-Driven Advances 
a) Hybrid Signal Processing: By combining time-domain 
statistical methods with frequency-domain techniques (like 
wavelet transforms or FFT), hybrid models can exploit the 
complementary nature of these methods. For instance, 
wavelet transform can capture transient characteristics of arc 
faults, while statistical methods in the time domain can 
provide feature extraction for more accurate fault 
classification. 
b) Multi-sensor Fusion: Integrating data from multiple 
sensors, such as current, voltage, and temperature sensors, 
can improve detection accuracy. Sensor fusion can enable a 
more comprehensive analysis of fault events and help in 
better discriminating between different fault types or other 
system disturbances. 
c) Machine Learning and Data Analytics: Combining 
machine learning algorithms with traditional signal 
processing methods may allow for more intelligent detection 
systems. Machine learning models, particularly deep 
learning, can be trained to recognize complex patterns in data 
that may not be easily identifiable through conventional 
methods. Hybrid models that incorporate real-time data from 
multiple sources (such as environmental conditions or system 
loads) can improve detection accuracy and robustness. 

d) Predictive Fault Detection: By incorporating predictive 
analytics, future systems could forecast potential fault 
occurrences based on patterns in historical data. This could 
help prevent faults from developing into more severe issues, 
reducing the risk of damage and improving overall system 
reliability. 
e) Transfer Learning: One of the limitations of machine 
learning models is the need for large labeled datasets. 
Transfer learning allows models trained on one system or 
dataset to be adapted to another, potentially reducing the need 
for extensive retraining when deploying the detection system 
in different microgrid configurations or environments. 

B. Hardware, Real-Time Processing, and Implementation 
a) Low-Latency Detection Algorithms: As microgrids 
demand real-time responses, the development of low-latency 
detection algorithms is critical. Innovations in edge 
computing and FPGA-based hardware can help achieve the 
necessary processing speeds to detect and react to arc faults 
within milliseconds. 
b) Autonomous Fault Mitigation: In addition to detecting 
faults, the future of arc fault detection should include 
autonomous fault mitigation strategies. Once a fault is 
detected, the system should automatically initiate protection 
mechanisms, such as disconnecting the affected section of 
grid or triggering a controlled shutdown to prevent system-
wide failure. 
c) Smart Sensors: Future sensors could incorporate 
advanced signal processing capabilities, such as onboard 
feature extraction or noise filtering, which can provide 
cleaner data for fault detection algorithms. These sensors 
could also be equipped with wireless communication 
capabilities to transmit real-time data to centralized or 
distributed control systems. 

C. System-Level Integration and Monitoring 
a) IoT Integration: IoT devices can facilitate the continuous 
monitoring of all components within the microgrid, enabling 
a more comprehensive understanding of system behavior. 
Real-time data from IoT-enabled devices can help identify 
fault conditions and contribute to dynamic fault detection and 
isolation strategies. 
b) Wireless Sensing Networks: As microgrids become more 
complex, wireless sensor networks (WSNs) could be 
deployed to monitor fault conditions across a distributed set 
of components. These networks could be used to detect faults 
in hard-to-reach areas or remote locations, improving overall 
fault detection coverage. 
c) Big Data Platforms: Leveraging big data analytics 
platforms can help process vast amounts of data from 
multiple microgrid components, including renewable energy 
sources, energy storage, and power converters. By analyzing 
large datasets in real-time, these platforms can identify 
trends, anomalies, and potential fault signatures. 
d) Cloud Computing: Cloud-based computing platforms can 
provide the computational power necessary for running 
advanced detection algorithms and machine learning models 
on large-scale datasets. Cloud integration can enable remote 
monitoring and management of microgrids, offering a 
centralized approach to fault detection and system health 
monitoring. 
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e) Environmental Adaptation: Detection algorithms must be 
able to adapt to changing environmental conditions, such as 
varying levels of solar irradiance, temperature, and humidity. 
Machine learning techniques, combined with sensor data, can 
allow systems to adjust fault detection thresholds based on 
environmental parameters. 

D. Standardization and Validation 
 Standardized Testing Procedures and Regulatory 
Frameworks: This is a foundational enabler for nearly all 
other advances. Developing standardized test procedures and 
fault scenarios is a foundational enabler that will help validate 
detection systems and ensure consistency across different 
microgrid configurations. Furthermore, the transition from 
research prototypes to deployable, safety-certified solutions 
necessitates the development of robust regulatory 
frameworks and certification standards involving industry 
partnerships. A stronger emphasis on data standardization 
initiatives, including the creation of benchmark datasets and 
open-access repositories, is crucial to ensure reproducibility 
and accelerate progress. 

VI. CONCLUSION 
The reliable detection of DC arc faults is a critical barrier 

to the widespread adoption of safe and resilient DC 
microgrids. This review has outlined that while conventional 
methods are computationally simple, they struggle with 
dynamic load fluctuations, low-current arc detection, and 
noise sensitivity. Complex arc fault signatures can now be 
identified with greater accuracy thanks to machine learning 
and deep learning approaches; nonetheless, issues such as 
computational complexity, a lack of standardized datasets, 
and limitations on real-time implementation still exist. 
Integrating AI-driven models with signal processing has great 
promise for improving detection reliability and reducing false 
alarms in diverse microgrid scenarios. 

Architectures such as CNNs, LSTMs, and their hybrids 
show the most potential for handling the complex, non-linear 
patterns of arc faults. Future research priorities should focus 
on adaptive algorithms; edge computing for real-time 
processing; uniform testing procedures; integration with IoT-
based monitoring systems; and addressing data 
standardization, cybersecurity, and communication latency in 
large-scale networks. This review underscores the critical 
need for continuous innovation and industry-academia 
collaboration, supported by robust regulatory frameworks 
and certification standards, to develop next-generation arc 
fault detection technologies, ultimately enabling the secure 
and widespread deployment of renewable energy systems. 
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