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Abstract—The field of Multi-Agent Systems (MAS) has achieved
significant advancements in modern research and development.
This study focuses on enhancing trust evaluation,
communication efficiency, and adaptive navigation in scenarios
where agents have limited prior knowledge. Key contributions
include the development of a high-intelligence MAS system that
integrates key input data, such as real-time parameters
regarding agents’ distances from one another, their distances to
target locations, weather conditions, visibility, machine learning
capabilities, positions relative to safe or unsafe environments for
trust evaluation, delays in communication, and potential cyber
threats. These factors trigger a dynamic topology-switching
mechanism to secure agents or minimize communication delays
in high-security operations. The MAS implements these
strategies based on an adaptive communication model, enabling
agents to execute various steps during data pooling effectively.
Agents utilize real-time data to coordinate flock movements,
ensuring dynamic and robust control through data pooling. For
example, in a topology requiring a lead agent, the lead agent
provides navigation instructions based on pooled data collected
during mission execution. This data may involve repositioning
proper area coverage, considering agents’ visibility, distance, or
environmental disturbances. Four main topologies are
implemented in this experiment: directed mesh with two lead
agents (type A), directed mesh with one lead agent (type B), star
topology (type C), and ring topology (type D). Type B and C
topologies are well-suited for communication without delays or
disturbances but perform poorly when the system experiences
delays (e.g., noise disturbances exceeding a threshold frequency
of 5 Hz). In contrast, type A and D topologies are more effective
in handling communication delays. By implementing a topology-
switching mechanism, this research streamlines the application
of two or more topologies in real-life scenarios. It utilizes type B
or C topologies in undisturbed conditions and switches to type
A or D when perturbations occur. This optimization minimizes
communication delays during mission execution and flight time.
The research demonstrates significant improvements in trust
evaluation, communication efficiency, and overall MAS
performance, with implications across various domains,
including image and video mining. In these areas, the
integration of domain-specific agents enhances processes such
as preprocessing, feature extraction, and interpretation. Results
show improved accuracy and reliability in data analysis and
decision-making across diverse applications, particularly in
scenarios involving complex spatial objects and varying
environmental conditions.
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l. INTRODUCTION

The integration of a Multi-Agent System (MAS) across
various stages of image and video mining—such as
preprocessing,  transformation,  feature  extraction,
interpretation, and evaluation—offers significant potential to
enhance both efficiency and effectiveness. By deploying
domain-specific agents tailored to adaptable spatial objects,
this approach addresses crucial factors like object visibility,
agent-to-object  distance, noise  disturbance, and
communication trust levels, likewise the trustworthiness of
reported information. The objective is to build an advanced
intelligent multi-agent system with minimal path planning
algorithms, where agents utilize communication and initial
task input to optimize self-navigation. The system focuses on
extracting data, such asin image mining processes, resulting
in improved accuracy and reliability of data analysis and
decision-making across diverse applications. This approach
differs from existing methodologies that focus on cooperative
control of multi-robot systems (MRSs) for complex tasks. J.
Hu et al. [1] emphasizes the flexibility, reconfigurability, and
robustness of MRSs, whereas this study focuses on decision-
making in image mining, particularly in areas such as data
pooling data pooling, image clarity, and agent-to-object
distance. J. Sumpter et al. [2] address communication delay
and trust in MAS, analyzing system stability through graph
theory and the Laplacian matrix. In contrast, this research
employs physical tools like Laser Range Finders and Time-
of-Flight (ToF) Cameras to achieve precise distance
measurement during data collection. Additionally, N.
Nguyen et al. [4] propose a decentralized Monte Carlo Tree
Search algorithm to optimize action coordination in dynamic
environments, whereas [2], [3], [10]-[12].

A. Method

In the area of data extraction, where multi-agent systems
are being employed to accomplish certain tasks, decision-
making relies on the precise evaluation of data pooled from
multiple agents. However, certain underlying factors can
affect the clarity of data, regardless of an agent's ability to
capture the necessary information. These factors include
distance, visibility (influenced by environmental conditions),
perturbations, an agent's ability to operate in extreme
conditions, and the effectiveness of ML/AI models.
Developing a system that analyzes these parameters can
enhance data extraction and evaluation during real-life
missions. By incorporating these factors, agents can optimize
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data collection and make informed decisions that enhance the
overall efficiency and effectiveness of the system in
achieving its objectives [13]-[15]. MAS is utilized in various
applications, including manufacturing, transportation,
healthcare, agriculture, geospatial analysis, and military
operations. This work focuses on cooperative control, where
only the initial departure point, distance to the area of interest,
and the scope of the intended task are predefined. Agents are
required to coordinate with each other to complete the
required tasks without preprogrammed path planning or
machine learning-based flight control. Instead, they rely on a
specific communication pattern for coordination until the task
is fully accomplished. Given these conditions,
communication is pivotal, and any delay can pose significant
challenges, slowing down the system and reducing
efficiency. In some cases, such delays may even lead to
system failure. To address this issue, star, mesh, and ring
topologies were analyzed, and a switching mechanism was
implemented as an optimized approach to minimize
communication delays. This study also introduces a robust
framework for improving MAS performance through
innovative trust evaluation. Considering that communication
and data sharing play a crucial role in MAS, it is essential to
develop a model that evaluates trust in information exchange
and ensures the authenticity of reported data. The trust model
equation is applied in two scenarios:

Agent-to-agent trust evaluation — This assesses the trust
coefficient based on whether an agent's position is safe or
unsafe during task completion.

Agent-to-object position evaluation — This determines
whether an idle position allows for efficient data retrieval,
regardless of the agent's capability. Proximity to the area(s)
of interest, whether too far or too close, may lead to
inaccuracies in the information obtained. By addressing
challenges such as communication delays, environmental
disruptions, and data reliability, the proposed methods
enhance the adaptability and effectiveness of MAS in real-
world applications. These advancements pave the way for
more efficient and secure multi-agent collaborations in
domains requiring high-stakes decision-making and data
pooling.

B. Data Pooling and Decision Making

The integration of data pooling and decision-making is
critical for achieving cooperative control in Multi-Agent
Systems (MAS). Data pooling involves aggregating and
sharing information among agents, ensuring that all agents
operate with a collective understanding of the environment
and mission requirements. The data processing techniques
depend on each agent's characteristics, including its hardware
and processing capabilities. Agents apply image processing
techniques, such as object detection, image segmentation,
and feature extraction, to enable them to understand and
interact with their environment. For example, agents can use
object detection algorithms, like Convolutional Neural
Networks (CNNs), to identify and track objects of interest
within their visual field. Image segmentation techniques are
used to divide the image into meaningful regions, allowing
agents to focus on specific areas of interest for tasks like bin
picking or obstacle avoidance. Feature extraction, including
techniques like edge detection or texture analysis, helps
agents recognize key attributes of objects, such as shape or

texture, enabling them to make more informed decisions and
collaborate effectively with other agents. These image
processing techniques allow agents to process visual data in
real-time, enhancing their ability to perform complex tasks
autonomously in dynamic environments. This process can be
facilitated through shared information’s among agents via a
specific topology or shared memory models, where agents
upload and retrieve data from a centralized or distributed
memory system. Communication topologies, such as
centralized (Star), decentralized (mesh), or dynamically
switching networks (a system capable of dynamically
switching between different topologies), also play a vital role
in ensuring that information flows efficiently among agents.
To further enhance data pooling by combining inputs from
various sensors, such as cameras, LiDAR, and GPS, to create
a comprehensive and accurate model of the environment.

Fig. 1 illustrates an automatic sensor switch designed for
a multi-agent system application. The switch dynamically
changes the system topology based on detected
communication delays, often caused by high-frequency noise
disturbances. When delays are identified, the switch
transitions to a topology better suited for minimizing delays.
For instance, while special case topology (A) and ring
topology (D) are less effective under no-delay conditions
compared to mesh and star topologies, they perform
significantly better in managing delays. This adaptability
makes the switching mechanism highly effective for dynamic
environments. Distributed planning enables each agent to
perform local computations for its actions while considering
the global objective. For example, Dynamic Task Allocation
Algorithms ensure that tasks are assigned based on an agent’s
proximity, capability, and workload. Additionally,
consensus-based decision-making facilitates collaborative
strategies through voting mechanisms or leader election,
enabling agents to agree on shared objectives and prioritize
tasks effectively. Before delving into the detailed step-by-
step solution that involves calculating weighted scales for
distance, visibility, trust, and then integrating these into
determining the data pooling percentage based on the
predicted accuracy, an overall equation that encapsulates the
essence of the model can be considered [16]-[19]. The
following parameters are carefully assigned to analyze or
determine the trustworthiness of pooled (extracted) data from
a specific agent. These parameters include: distance (D),
visibility (V), trust (T), and predicted accuracy (A) to
directly yield a decision-making outcome, such as the data
pooling percentage (P).
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Fig. 1. Dynamic sensor switch for Case A and B topology. (automatic)
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1. MATH

A. Overall Equation Concept

This overall equation presents a compact, integrative view
of how the decision-making process is formulated based on
the interplay of distance, visibility, trust, and agent accuracy
within the MAS for image and video mining [20]. It is
essential to recognize that multi-agent systems can operate in
either a dynamic or fixed position. This mathematical model
is applicable to both scenarios. However, in the current
research environment, which focuses on a UAV fleet, the
parameters continuously change due to variations in agents'
flight or navigational formation. Since agents operate in a
dynamic environment, the weighted parameters are not fixed
[21]. Given the complexity and multi-faceted nature of the
decision-making process described, an overall equation that
accounts for all variables and their interactions could be
conceptualized as follows [22], [23]:

P = f(w(D),w(V),w(T),A) )

Where:

e P is the data pooling percentage, indicating how much
weight or trust to allocate to data from a particular agent.

o w(D),w(V),and w(T) are the weighted scales for
distance, visibility, and trust, respectively, each
determined by attributed conditions at any given time.

e Aisthe predicted accuracy of the agent.

e fis a function that integrates these inputs to compute P,
reflecting the decision-making criteria based on the
model's requirements.

The function f can be designed to first calculate a
composite weighted scale (w(A4)) that amalgamates
w(D),w(V),and w(T) with appropriate coefficients
reflecting their importance [24], [25]. Then, it adjusts this
composite scale based on A, applying different rules for
different ranges of A:

w) =a-wD)+p-wl)+y- w) )
\mbox if A < 35%
+ (w(A) = (75% — 36%)), \mbox if 35% < A < 76%
76% + (w(A) * (100% — 76%)), \mbox ifA > 76%

Given the requirements, let's construct a mathematical
model to analyze and solve the problem described in the
abstract, focusing on the integration of a Multi-Agent System
(MAS) into image and video mining processes with an
emphasis on decision-making based on agent-to-object
distances, object visibility, and trust levels. The model
involves three main variables which can directly affects
agents’ ability on data pooling or communication [26]-[28]:
Distance (D): Distance from the agent to the object, affecting
visibility and decision-making.

Visibility (V): Quality of the object's visibility to the agent,
influenced by environmental factors like lighting and
obstructions.

Trust (T): Trust level associated with each agent, reflecting
its security features and decision-making accuracy.

Let's denote:

o w(D): Weighted scale based on distance.

o w(V): Weighted scale based on visibility.

o w(T): Weighted scale based on trust.

min (35%, w(A) * 100%),
pP= {36%

Important Variables: It is important to recognize that the
weighting parameters assigned to the AI/ML capabilities and
historical performance of the model do not have an
immediate impact on an agent's ability at the time of data
extraction [29]. However, these factors are given significant
consideration when it comes to establishing trust and
improving efficiency in communication and data pooling
processes. Table 1 below highlights the parameters, detailing
how they are measured, while Table 2 illustrates the
representation of these parameters and their application in a
mathematical format.

Table 1. Important Parameters

Data Pooling and communication analysis
Communication Between Agent
Agent to agent = Distance
Agent to Agent = Perturbation
Agent to Agent = Trust Level
Agent = Al/ML
Data Pooling and communication analysis
Data extraction By Agent
Agent to Object = Distance
Agent to Object = Visibility
Agent to object = Perturbation
Agent = AI/ML
Data Pooling and communication analysis
Communication Agent to Mission Control
Agent History
Distance
Perturbation
Mission Control = AI/ML

Table 2 outlines the key parameters that may impact an
agent's ability to make informed decisions, retrieve accurate
data, and report reliable information. These parameters may
vary, as shown in Table 1.

Table 2. Variables Notation

Distance(D)  Visibility(V)  Perturbation (Pb) History  Al/MI

B. Trust Equation

The trust equation and its results are significant for two
key reasons: firstly, to ensure security, and secondly, to
evaluate data accuracy, determining how reliable the reported
information is. Trust between agents or from agent to mission
control is one of the most important factors in this research
[30]. Our approach on trust equation is important for several
key reasons, especially in systems that require the assessment
of reliability and credibility among entities, such as in multi-
agent systems [31]. We implement trust equations to help
with the following:

e Quantitative Assessment: Provides a quantitative
measure of trust, allowing for the comparison and ranking
of entities based on their trust scores.

e Decision-Making: The equation provides inform
decision-making processes by highlighting the most
reliable entities to engage with, collaborate with, or
allocate resources to.

e Consistency and Standardization: Applies a
standardized method to evaluate trust, ensuring
consistency in how trustworthiness is assessed across
different scenarios.

e Risk Management: By quantifying trust, agents can
better manage risks associated with perturbations related
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to hacking.

e Incentivization: Agents are incentivized to improve
aspects such as performance, credibility, and accuracy,
knowing these factors contribute to their trust score.

e Predictive Analytics: Trust scores can be used in
predictive models to anticipate future behaviors based on
past performance and reliability.

e Security and Fraud Detection: Higher trust scores can
indicate lower risk, which is crucial for security and fraud
detection mechanisms.

Below is the formula for the Trust score equation [32],

[33]:

T=a-P+B-C+y-A 3)

Analysis of Distance, Visibility and Trust Between Agents

Decision-making: Since environmental conditions can
influence an agent's ability to make informed decisions and
retrieve reliable data. Agents apply equation 3, as an
evaluation metric on nearby agents to determine a
trustworthiness score, estimating the accuracy percentage of
communicated data received. Based on this assessment, they
adjust navigational instructions according to the
communication topology pattern established during the
operation [34]. If an agent's evaluation metrics for a nearby
agent fall below the 50% threshold, it initiates
communication instructions based on the applied topology,
directing the underperforming agent to adjust its position for
more accurate data retrieval.

Table 3 above highlights the measurement of each
parameter for every agent and explains how the overall score
of the agents is evaluated during a relief scenario. There is an
appropriated distance per position ratio denoted for adequate
or precise information retrieval.

Table 3. Trust level weighted parameters (refer to table attached file)

Kindly refer to table sheet

C. Distance Weighted Scale

When considering the dynamic behaviors of agents within
a multi-agent system, particularly regarding their positional
analysis, evaluating the consistent variation in distance over
an unbounded temporal scope can be critical. Within a natural
setting, one can demarcate a region or range as safe zone,
while areas beyond this boundary may be considered as
unsafe zone. Such regions are where agents are more
vulnerable to risks. When it comes to pinpointing the location
of agents that traverse at constant rates or experience
unchanging acceleration, the principles of kinematics become
highly relevant [35]. The determination of which kinematic
equation to use hinges on the specific characteristics of the
movement—whether it involves consistent speed, uniform
acceleration, or the impact of other dynamic factors [36]. To
determine the distance between agents/mission control, or
from the object of interest to the Agent. Agents are either
equipped with sensor, GPS, or sensors to apply the following
formulas for fixed and Dynamic motion. For a fix Object and
with agent in a fixed position the following formula is
denoted for agent to be able to analyze its distance [37]: To
calculate the distance between two fixed points, you can use
several different methods depending on the context and the
type of data you have for these points. Here are two common

scenarios and the corresponding methods for calculating

distance:

For Points in a Cartesian Plane (2D or 3D):

» Two-Dimensional Space (2D): If you have two points,
A(x,y,)and B(x,y,), the distance between them ina 2D
Cartesian plane is given by the Euclidean distance
formula:

d= (= x)2 + (v — y1)? (4)

» Three-Dimensional Space (3D):
For points A(x;y;z;)and B(x,y,2,), in 3D space, the
distance is calculated as:

d= G —x)2+ 2 —y1)2 + (2, — 21)? ®)

For Constant Velocity of Agent: If the change in distance is
due to constant velocity (which implies no acceleration), the
formula is straightforward:

d=v=*t (6)

Where:
» d is the distance traveled,
» Vv is the constant velocity
» tis the time elapsed.

This formula implies a linear relationship between
distance and time.
For Constant Acceleration: Considering a situation
involving constant acceleration, such as free-fall under
gravity, the formula from kinematics that describes the
distance traveled over time is:

1
d= v0t+zat2 (7

Where:

> dis the distance,

> v, is the initial velocity,

» aisthe constant acceleration,
> tisthe time.

The examination of an agent's distance and position is
pivotal as it can significantly impact the agent's ability to
communicate with its peers, as well as potentially influence
its interaction with or perception of a targeted object or an
assigned mission. Accurate assessment of these spatial
parameters is essential to ensure optimal functionality within
the system, facilitate seamless coordination among agents,
and enhance the successful completion of tasks.
Misjudgments in positioning may lead to compromised
communication and inefficiencies in task execution, thereby
underscoring the importance of precise location analysis in
maintaining the efficacy and safety of multi-agent operations.

D. Weighted Scale-based on Visibility/Object Recognition

When assessing visibility —affected by natural
perturbations such as weather conditions or the blurriness of
an object, the best optical equations to analyze the situation
typically derive from the Modulation Transfer Function
(MTF). MTF provides a measure of the optical system's
ability to transfer contrast at a particular resolution from the
object to the image. The various criteria is scrutinized and
considered during data pooling for decision-making. If an
agent's training model achieves a high accuracy of 95 percent,
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then any predicted result related to the weighted category will
be assigned accordingly [37]:

The MTF is affected by wvarious factors, such as
diffraction, aberrations, and defocus—all of which can
contribute to blurriness. In atmospheric conditions, scattering
due to particles or variations in refractive index (e.g., due to
rain, fog, or heat haze) can also impact visibility [38].

Basic MTF Equation: The basic MTF of an optical system
can be described as:

MTF = |Image Contrast at Spatial Frequency f|

lObject Contrast at Spatial Frequency f| ®)

Where:

MTF (f) is the modulation transfer function at spatial

frequency f,

The image contrast is the contrast in the image produced
by the optical system,

= The object contrast is the actual contrast present in the
object itself,

= The spatial frequency f refers to the level of detail in the
object, typically measured in cycles or line pairs per
millimeter.

Visibility in Weather Conditions: For visibility affected by

weather, you could incorporate the contrast attenuation due

to scattering and absorption, which is described by the

Koschmieder's Law:

%4 ! 9
=57 ©)

Where:

e Vs the visibility in kilometers.

e Kk is the extinction coefficient, which depends on factors
like aerosol concentration, air pollution, and weather
conditions.

e [ is the luminance contrast between the object and its
background.

Blurriness due to Optical Aberrations: Blurriness caused

by optical aberrations, including weather-induced

perturbations like scattering, can also be modeled by
incorporating the Point Spread Function (PSF) into the MTF,
as MTF is the Fourier Transform of the PSF.

Complete MTF Model for Visibility: A complete MTF

model that accounts for visibility under natural perturbations

could look like:

MTFiota (f' B) = MTFoptical f)- e BV (10)

Where:

®  MTF,uticqi(f) is the MTF due to the optical system
itself,

e e BV(is the attenuation factor due to weather
conditions, with V(f) being a function describing how
visibility changes with spatial frequency, potentially
modeled from experimental data or additional
atmospheric physics equations.

For a computational model or simulation, you'd combine
these optical equations with empirical data about the specific
visibility conditions you're studying to analyze how various
factors contribute to overall visibility and the ability to
recognize objects. This model can guide decision-making
about the reliability of visual information under various
environmental conditions.

1) Perturbation Analysis

Effectively addressing perturbations such as Light
pollution, high wind, and noise is crucial for the resilience
and reliability of a MAS, particularly in complex and variable
environments where external disturbances are likely. Each of
these perturbations requires specific strategies for mitigation
[39]. Noise (high wind or light pollution): Sensors to
measure high winds and other perturbation or other Natural
disturbances such as light reflection [40], [41]. To Measure
Light reflection, Calculate the distance from Object to Agent.
From the Agent latitudes and longitude position and the
distance, Determine the angle at the time an image was taken.
» Obtain real time weather conditions including the time at

which an image or video was taken to analysis any light

disturbance.
> latitudes and longitudes of two points on the Earth's
surface in radians, and R is the Earth’s.

Fig. 2 shows the different level or altitude of RVR —
Runway visual range, SVR — Slant Visual range Despite its
variability, the sole fog parameter currently measurable and
reportable is the (RVR), which gauges atmospheric opacity
at a low height. Fig. 2 shows an example of visual range with
agents on different positions (range). However, RVR does
not consider vertical density changes, and in cases of
increasing density with height, any SVR will be shorter than
the RVR.

Fog density increasing with height

=3

Fig. 2. Visual range

2) Image Processing and Object Recognition

In computer vision and artificial intelligence, the general
concept of a mathematical model that could be used for object
recognition [42]. Object recognition involves identifying
specific objects within an image or a video. The process
usually involves several steps [43]:
Preprocessing: This includes noise reduction, normalization,
and other techniques to prepare the image data for further
analysis.
Feature Extraction: Key features of the objects are extracted
to be used for recognition. This could involve edge detection,
texture analysis, color histograms, or more sophisticated
features like SIFT (Scale-Invariant Feature Transform) and
SURF (Speeded Up Robust Features).

Classification/Recognition: The extracted features are
then fed into a classification model that has been trained to
recognize various classes of objects. This model could be
based on machine learning algorithms such as support vector
machines (SVM), neural networks, deep learning models like
convolutional neural networks (CNNs), or other statistical
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models [44]. A simplified mathematical model that
encapsulates this process can be broken down as follows:
Preprocessing Function P:

X' =P(X) (11)

e Xis the original image data.
o X'is the preprocessed image data.
Feature Extraction Function F:

features = F(X') (12)

features is the vector or set of extracted features from X'.
Classification Function C:

Label = C (features; 0) (13)

o label is the recognized class of the object.

e @ represents the parameters of the classification model,
which are learned during a training process from a set of
labeled

For example, in the context of a multi-agent system, this
recognition process might be distributed among various
agents. For example, different agents could handle different
parts of the image or specialize in different aspects of the
recognition process. The collective outputs would then be
integrated to arrive at a final decision [44], [45]. The
overarching model for a distributed object recognition system
in a multi-agent framework could be expressed as a fusion of
the outputs from individual agents:

Integration Function I:

object = I(label, ,label, , ..., label, ) (14)

e object is the final recognized object after considering the
inputs from all agents.
e label; represents the output from the it" agent.

The model would involve a strategy for how these
individual recognitions are combined, whether by a voting
mechanism, a probabilistic model, or some form of
hierarchical decision-making. The goal is to leverage the
strengths of each agent to improve overall accuracy and
reliability in object recognition tasks.

3) Collaborative Image Extraction and Data Pooling

Using a Multi-Agent System (MAS) for object
recognition entails distributing the object recognition tasks
across multiple agents. Each agent can either specialize in a
particular aspect of recognition or work on recognizing
objects within different segments of the data. Here's a broad
outline of how MAS can be implemented for object
recognition, along with a mathematical model framework
[46]:

Distributed Feature Extraction: In a MAS, feature
extraction can be distributed among various agents. Each
agent may handle different features, like color, shape, or
texture [47]. Let agent A;be responsible for extracting feature
set F; from image X. The feature extraction by each agent can
be denoted as F; = E;(X), where E; is the extraction
function.

Collaborative Classification: Agents collaborate to classify
objects based on the combined features extracted:

Each agent classifies a part of the object or contributes a
vote/classification decision based on its feature set. The
classification by each agent can be denoted as C; (F;),resulting
in a label L;.

Consensus and Integration: The agents need to reach a
consensus or combine their findings to make a final
classification decision: Integration of the agents'
classifications can be modeled as a decision fusion process D
(Ly,L,,...,Ly), resulting in the final decision L.

Feature Extraction:

Vi € Agents, Fi=Fi(X)
Individual Classification:
Vi € Agents, Li = Ci(Fi)

Consensus/Integration:
L=D (Ly,Ly,....Ly,),

Here, D could be a simple majority voting, weighted
decision-making based on the confidence of each agent, or a
more complex model such as Bayesian integration or
Dempster-Shafer theory [48].

Simulated Experiment: With the application of our three
agents in the MAS: A, for color features, A, for texture
features, and A for shape features. Each agent
Extracts its respective features from the image and then
performs an individual classification:
e A, examines the color histogram of the image to identify
possible object matches based on color profiles.

e A, analyzes the texture using filters or other texture
analysis methods to categorize the object.

e A, focuses on the outline and contour patterns to
determine the shape category of the object.

After each agent has made a classification decision based
on its feature set, a central system or another agent in the
MAS tasked with decision integration takes the input from all
agents L = D(C1(F1), C2(F2),C3(F3)).

Function D may involve applying weights to each agent's
classification depending on their reliability and track record
or may use machine learning models to learn the best way to
combine inputs for accurate object recognition. The MAS
approach to object recognition has several advantages,
including parallel processing, which can reduce computation
time, and increased robustness, as the system does not rely on
a single point of failure and can handle diverse and complex
environments. This is particularly useful in practical
scenarios where different types of information need to be
synthesized to accurately recognize objects in various
conditions and contexts.

E. Agents Performance History

The determination of drone performance over time will be
based on flight history, tracking key metrics such as the
number of tasks or missions successfully completed versus
those attempted within a given period. This includes
verifying the drone's adherence to safety and operational
standards, as well as monitoring operational parameters like
flight time, battery life, payload capacity utilization, and
distance covered. Additionally, instances of malfunctions,
required maintenance, or mission failures will be recorded to
assess overall reliability and performance.

F. Data Pooling

Data pooling in a Multi-Agent System (MAS)
significantly enhances system resilience by ensuring
robustness and fault tolerance through multiple data
pathways, allowing for self-healing and rerouting if
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individual agent fails [49]. This decentralized approach offers Table 5. Agent-Self Evaluation Table
scalability, facilitating the seamless integration of additional Quantitative Measurements Agent to Agent Agent Score
agents, and ensures that the network's functionality isn't Communication Coommun_icatilo'r\wAHistory ggg
H H H perational etrics .
compromised by the failure of any single agent [S0]. Performance Score (P) Data Analysis 0.2
Considering a specific topology such as the Mesh topology, Delay & Trust Agent to Agent distance 0.1
the inherent flexibility of mesh networks supports dynamic Credibility Score (C) Repji{foﬁ‘;g’r vy o
adaptability, crucial for managing complex systems and _ Navigation/ (AI/ML) 0.1
varied communication needs, and enhances overall Data Pooling Sensor & Data Accuracy 0.1
. . . e . . . Accuracy Score (A) Task Execution 0.05
communication re_Ilab_lllty, making it an _mvaluable Quantitative Analysis 0.15
framework for applications that demand high resilience and
adaptive capabilities. _ o 1) Data Pooling and communication between Agents
The mesh topology graph depicted above in Fig. 3, Effective communication in MAS is typically

illustrates the pattern of communication among the agents.
Referencing Equation 1, the diagonal entries of Table 4,
which is the weighted scale matrix, represent the predicted
accuracy "A" for each respective agent. This reflects the
absence of self-communication; that is, an agent does not
communicate with itself [51]. Therefore, the accuracy "A" is
computed as a weighted sum that incorporates various
attributes and the results of an analytical assessment, all in
relation to the specific parameters outlined in the Agent-Self-
Evaluation displayed in Table 4. These parameters are critical
in determining the overall effectiveness and reliability of each
agent within the network, considering the agent’s
performance based on internal metrics and past interactions
as documented in the detailed self-assessment provided [52].

Dhstance on X & Y Plans

i

[=]
|

L

(=0 N
in
(=0 3

-1j5 X-I1 ~ as > 1 15

Fig. 3. Graph of a mesh topology

Table 4. Weighted scale Matric (4 by 4)

Agents A1 A2 A3 A4

Al 07 04 0 07
A2 08 09 08 -08
A3 07 04 07 -0

A4 0 05 -04 08

P = f(w(D), w(V),w(T), A)
Table 5 shows how mission control or every agent
evaluates itself and provides an initial reported score prior to
task accomplishment. It should be noted that the predicted

accuracy ‘A’ per Agent can also be calculated using equation
2.

characterized by its robustness, reliability, and adaptability,
allowing the system to function harmoniously in dynamic
environments [53]. The communication protocols must be
designed to handle potential disruptions and to optimize the
flow of information, ensuring that each agent functions as
part of an integrated whole, despite having autonomous
capabilities [54]. This interconnectedness is crucial for
complex tasks such as distributed problem-solving,
synchronized actions, and collective learning within the MAS
framework. When analyzing data pooling and delays in
communication between agents, it is imperative to approach
this issue with a weighted scale that allows agents to evaluate
one another before establishing trusted communication. The
level of trust gained by an agent could also be analyzed by
which agent has the most ability to communicate or assign
tasks. The weighted scale concerning communication and
data pooling differs across interactions, whether between
agents or between an agent and mission control. This variance
is contingent upon the significance attributed to the five
parameters  mentioned earlier:  distance, visibility,
perturbation, AI/ML capabilities, and historical data. It's
important to note that each agent may possess distinct
characteristics or rankings. For instance, unlike mission
control, certain agents may be equipped with highly advanced
sensors, computational power, and machine learning
capabilities.
2) Data Pooling and Communication Between Agent and

Mission Control

Data pooling and communication between agents and
mission control are critical components in the operation of
Multi-Agent Systems (MAS), especially in contexts where
coordination, decision-making, and efficiency are
paramount. This process involves aggregation, analysis, and
exchange of information collected by individual agents to a
centralized mission control or among the agents themselves
[55]. Here’s an overview of how these mechanisms work and
their importance, Communication:
Bilateral Exchange: Communication between agents and
mission control is typically bidirectional, allowing for both
the transmission of collected data to mission control and the
reception of commands or updates from mission control to
the agents.
Protocols and Standards: Effective communication relies
on established protocols and standards to ensure that data is
exchanged in a secure, reliable, and interpretable manner.
Real-time Processing: For many applications, the ability to
communicate and process data in real-time or near-real-time
is crucial, especially for time-sensitive operations.
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Adaptability and Scalability: Communication mechanisms
must be adaptable to changes in the operational environment
and scalable to accommodate an increasing number of agents
or more complex tasks.

Given that mission control boasts superior computational
capabilities, along with more efficient and advanced software
for data analysis, the criteria used for determining the
weighted scale significantly differ from that of other
components. Table 6 above outlines the specific criteria
utilized to define each category within the weighted scale.
Consequently, when it comes to the trust aspect of the
weighted scale, a comparable methodology is employed to
populate the 4x4 matrix outlined below in Table 7. This
process is crucial for establishing trusted communication
among agents prior to the final sharing of data with mission
control [56]. This approach ensures that the trustworthiness
of communications is rigorously assessed and verified,
leveraging mission control’s analytical advantages to
enhance the overall integrity and reliability of data exchange
within the system.

Table 6.  Criteria for weighted coefficient between agent and mission

control

Kindly refer to table sheet

Table 7. 4x4 matrix

Agent Al A2 A3 A4

Al 07 -04 0 -0.7
A2 08 09 08 -08
A3 07 -04 08 -0

A4 0 05 -04 08

Data pooling and communication between agents and
mission control form the backbone of effective MAS
operations. They not only enhance the system's capacity to
perform its intended functions but also enable a level of
adaptability and resilience in dynamic or uncertain
environments. As MAS continues to evolve and find new
applications, the mechanisms for data pooling and
communication will remain central to their success and
effectiveness.

G. Evaluation of Pooling Result

When it comes to decision-making in data pooling,
thorough evaluation of various criteria is a critical process.
During this assessment phase, the focus is on determining the
relevance and reliability of data contributed by each agent.
The underlying principle is to establish a weighted system
that reflects the quality of data based on several key factors,
which include the agent’s predictive accuracy, operational
environment, and trustworthiness [57]. For instance, if an
agent’s algorithm or model is rigorously trained and validated
to achieve a high predictive accuracy—say, 95 percent—this
high level of accuracy influences the weight assigned to the
data it provides. In the context of the weighted categories
provided, results predicted by this agent would be highly
valued and likely receive a larger share of influence in the
overall data pooling process. This is depicted in the matrix
where the high accuracy falls within the top tier of the

weighted scale, leading to a greater data pooling percentage
ranging from 86 to 100 percent.

This tiered system ensures that data from more accurate
and trusted sources has a proportionately greater impact on
collective decisions. As such, an agent operating with high
predictive accuracy and in a safe zone with better visibility is
considered dependable, and its contributions are weighted
accordingly to reflect its higher reliability. Conversely, data
from agents with lower predicted accuracy or from less
trusted zones would contribute less to decision-making, as
denoted by the lower data pooling percentages associated
with these categories. The stratified approach, as laid out in
the accompanying matrix in Table 8, aligns the decision-
making process with the overall integrity and reliability of the
pooled data, ultimately guiding the MAS towards more
informed and reliable outcomes [58].

Table 8.  Decision making Process.

Poor visibility,
further away, From
untrusted zone, low
predicted accuracy

Image predicted
accuracy = 50 to
85%, within safe

zone of operation,

Image predicted
accuracy = 86 to
100%, within safe zone
of operation,

(Poor) better visibility. Dependable (Trusted).
Data Pooling Data Pooling Data Pooling
Percentage = 0 to Percentage = 50 to Percentage = 86 to
49% 85% 100%

1) Discrete analysis of Data Pooling

Research on data pooling for worldview coordination in
contested communication spaces, especially within a multi-
agent system (MAS), is increasingly pertinent. The MAS
paradigm facilitates a dynamic collaboration environment
where multiple autonomous agents gather, process, and
exchange data to arrive at consensus decisions. By
distributing tasks and allowing agents to dynamically
interact, MAS can refine the identification process and
escalate decision-making accuracy [59], [60]. This
distributed intelligence enables robust and adaptive solutions
for a myriad of applications, from resource management to
complex routing and autonomous operational systems.

The decision-making process within this framework is
comprehensive. It involves critical assessment of data
quality, where factors such as clarity and potential distortions
like blurriness are meticulously evaluated. Moreover,
assessing the spatial dynamics between agents and target
objects can further inform decision-making, drawing upon
weighted considerations during the data collection phase.

A consolidated equation that succinctly embodies the
essence of the decision-making model would include
weighted scales for distance (D), visibility (V), trust (T), and
predicted accuracy (A) of each agent: P=a-w(D) +b -
w(lV)+c-w(T)+d-w(4)

This equation signifies the data pooling percentage (P)
that integrates the mentioned variables, where 'f' represents
the function that binds these inputs together, reflecting the
decision-making protocol tailored to the system's
requirements.

To explicate the function 'f;' one could articulate a
composite weighted scale (w(A)) that blends w(D), w(V),
and w(T) using tailored coefficients indicative of their
relevance. Subsequently, this amalgamated scale is adjusted
based on A, enacting diverse criteria contingent upon A's
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range, referring to equation 2 above. In the model

underpinning our Multi-Agent System (MAS), the data

pooling percentage is determined by a dynamic scale which

changes in response to the predicted accuracy (A) of an

agent's outputs. The structure of this scale is as follows:

= |fanagent's predicted accuracy is less than 49%, the data
pooling percentage is capped at the minimum of 49% or
the weighted scale (w(A)) multiplied by 100.

=  Forapredicted accuracy between 50% and 85%, the data
pooling percentage is set at a base of 50% plus an
additional percentage derived from multiplying the
weighted scale (w(A)) by the difference between 85%
and 50%.

When the predicted accuracy is 86% or higher, the

percentage begins at a base of 86% plus an incremental
percentage, which is the product of the weighted scale (w(A))
and the difference between 100% and 86%. The evaluation
criteria focusing on distance, visibility, and trust significantly
enhance the multi-agent system's (MAS) capability to process
and interpret image and video data with high integrity. The
system maintains a comprehensive performance history for
each agent, detailing task success rates and adherence to
operational metrics, which are essential for establishing
credibility and predicting reliability. Additionally, the MAS
demonstrates resilience against various disruptions, such as
noise, high winds, and cybersecurity threats, thanks to its
robust design and the agents' adaptive navigation abilities.
The trust equation, which underpins communication among
agents and between agents and mission control, highlights the
importance of quantitative measures in assessing credibility,
thereby ensuring effective decision-making within the MAS.
This framework motivates agents to continuously improve
their performance, enhance security, and leverage predictive
analytics for a robust and responsive system.
Experimental setup and evaluation: The experiment was
conducted in a controlled outdoor environment designed to
simulate various applied conditions, using four commercially
available drones equipped with high-resolution cameras and
relevant sensors. The drones were programmed to follow
predefined flight paths while capturing images and data under
varying environmental conditions, including different light
levels, wind speeds, and temperature ranges. Key
performance metrics such as image quality, data capture
accuracy, flight stability, and maneuverability were recorded
and analyzed. The evaluation focused on assessing the
drones' ability to capture detailed and accurate data, adapt to
changing conditions, and maintain consistent data capture
rates. The results provided valuable insights into each drone's
performance characteristics and their suitability for specific
data extraction tasks across diverse scenarios.

The weather conditions depicted in Fig. 4, corresponding
to the time and day of the experiment, proved to be vital and
immensely beneficial for assessing the agents' performance
under various weather scenarios. Each agent was equipped
with its own machine learning algorithm, meticulously
trained across seven distinct classes of data. These classes
encompassed a diverse range of visual patterns and features,
enabling the agents to develop a comprehensive
understanding of various objects and scenarios. Through
extensive training, each algorithm was adept at recognizing

and categorizing objects within its designated class, ensuring
a robust foundation for subsequent tasks.

Day Local Direction Speed/Gust Temp/ Humidity Pressure Cloud Precip Weather
Time Feels Amount  Amount
-5 Like
4/12/24  16:00 4 17/19mph 63/ 45% 1008 mb  11% 0.00 In
WNW 62°F
4/11/24 13:00 mp 19/22mph 64/ 38% 1008 mb  30% 0.00 In &
W 63°F

Fig. 4. Weather conditions during experiments

Different classes of Trained Object

Blue ball Green ball Red ball

Red box White box

Blue box

Fig. 5. Different classes of trained object

This meticulous training process equipped the agents with
the knowledge and capability to accurately identify objects
encountered during their operations, enhancing their overall
effectiveness and performance. Fig. 5 show the different
types and shapes of object. Every class was equipped with a
training dataset containing approximately 400 to 700 images.
This diverse set of images ensured that the machine learning
models had ample data to learn from, enhancing their ability
to recognize and classify objects accurately. Following the
execution of the machine learning algorithm, agents were
capturing a single object. Each agent, leveraging its
respective training model, was tasked with identifying the
captured object.

The deployment involved a well-coordinated approach
where agents worked in concert, employing their unique
perspectives and vantage points to gather comprehensive data
about the object. Each agent's training model, fine-tuned with
the robust dataset, enabled it to independently identify and
analyze the object from different angles and under various
conditions. This collective effort not only improved the
accuracy of object identification but also provided a more
holistic understanding of the object's features. Fig. 6 provides
insights into the machine learning performance metrics for
Agent 4, including its confusion matrix, which shows
classification accuracy, and the training accuracy, reflecting
the model's overall performance. Each agent in the multi-
agent system operated with its own machine learning model,
leading to variations in accuracy scores across agents. This
tailored approach optimized each model based on the agent's
operational requirements and environmental constraints. The
confusion matrix and training accuracy for Agent 4 offer a
clear understanding of its model's classification capabilities
and effectiveness in fulfilling its tasks.
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Fig. 6. Agent 4 machine learning - confusion matrix

Examining Fig. 7 elucidates the discernible absence of
agent 4 from the operational milieu, delineating its occupancy
of what may be deemed an insecure domain. Conversely,
agent 3 finds itself ensconced within the confines of the
secure zone, albeit distanced from the target entity. Within
the precincts of safety also reside agents 1 and 2, yet agent 1
finds itself perilously proximate to the target, a condition
deemed less than optimal. Conversely, agent 2, ensconced in
a felicitous locale, exemplifies an ideal position within the
operational context.

Agentd Safe zone

Agent
3

Target

Agent 1
Agent 2

Fig. 7. Map out of operational environment experiment 1

Table 9 provides a comprehensive matrix representation
illustrating the distances, measured in meters, between each
pair of agents within the system. This matrix format offers a
structured overview of the spatial relationships and proximity
between the various agents, facilitating an understanding of
their relative positions and interactions within the operational
environment. On the other hand, Table 10 offers specific
details regarding the distance, also measured in meters, from
each individual agent to the designated target entity. By
delineating the distance metrics for each agent separately, this
table offers a focused perspective on the spatial dynamics and
proximity of each agent to the target object. Such detailed
insights are essential for assessing the operational
effectiveness and strategic positioning of the agents within
the system, particularly in relation to their objectives and
operational constraints.

From the above weather conditions shown in Fig. 4
corresponding to day 1. For atmospheric conditions, the

extinction coefficient k tends to be lower, indicating less
scattering and absorption of light. It should be noted that
typical value for k under clear conditions might be around 0.1
per kilometer, but this can be valued based on factors such as
air pollution and aerosol concentration. Meanwhile the
estimation of Luminance contrast () depends on the specific
environment and the observer's perception of contrast
between the object and its background. With a clear
background around the object, it was assuming a moderate
contrast level, which translated to a wvalue of p=0.5.
Using k = 0.1per kmand B = 0.5,we get:

Table 9. Distance between agent in matrix representation
Distance Agent_ Agent_ Agent_ Agent_
(m) biw 1 2 3 4
Agents

Agent_ 0 4 15 7
1 .

Agent_ 4 0 5 25
5 .

Agent_ 15 5 0 8
3 .

Agent_ 7 25 8 0
P .

Table 10. Distance from agent to object

Agent to Object Distance  Obiject distance in meters(m)
Agent_1 1 m: away target
Agent_2 2 m: away target
Agent_3 3 m: away target
Agent 4 5 m: away target

1
%4 =20km

" k-B 01 x 05

So, the visibility of agent 1 is---- approximately 20
kilometers.

Applying the same visibility due to weather conditions on
the following agents as demonstrated for agent_1 above, the
respective value for the following agents is shown on Table
12.

Experiment 1: Four Agent

Table 11, Table 13, and Table 14 present the visibility
scores, accuracy scores, and trusted pooling evaluation scores
for each agent under actual operating conditions. These
scores are used to assess retrieved data and can also be
applied in agent-to-agent communication for enhanced
decision-making.

Table 11. Agent trust score evaluation

Kindly refer to table sheet

Table 12. Agent visibility due to weather conditions

Agent visibility due to weather conditions

weight Agent_1 Agent_2 Agent_3 Agent 4
k 0.1 0.2 0.3 0.5
B 0.5 0.5 0.5 0.5

v 20,000m= 10,000m=  6666.7 m= 4,000m =
0.50 1 0.70 0.40

e Solving for the predicted accuracy (A) of each agent.
wA)=a -wD)+8-wlV)+y- -w(Tl)
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Table 13. Agents Predicted accuracy

Agent Predicted accuracy (A)

Weight Agentl Agent2 Agent3 Agent4 Parameter
a=03 0.5 1 0.7 0.4 Distance

B =03 0.5 1 0.7 0.4 Visibility
y=04 07465 0.9425 0.895 0.650 Trust

A 0.6 0.97 0.78 05

P=a-wD)+b-wlV)+c -w(T)+d- -w(4l)
Given that: a + b +c + d =1, we can choose appropriate
weights for the parameters. Let's set: a=0.2, b=0.2, ¢=0.4,
d=0.2

Table 14. Credibility Pooling Percentage For every Agent

Agents Pooling accuracy (P)

Weight Agent 1  Agent 2 Agent 3 Agent 4 Parameter
a=02 0.5 1 0.7 0.4 Distance
b=02 0.5 1 0.7 0.4 Visibility
c=03 0.7465 0.9425 0.895 0.650 Trust
a=03 06 097 o778 o050  redictive
accuracy
P 0.604 0.974 0.783 0.505

From the above credibility pooling percentage, a concrete
analysis on understanding the validity of observed object
could be determined.

Analyzing the pooling percentage of each agent, as
depicted in Fig. 8, reveals compelling insights into their
individual performances. Notably, Agent 2 emerges as the
standout performer, showcasing remarkable levels of
performance, credibility, and accuracy with an impressive
percentage of 97.4. Such a high percentage underscores the
reliability and effectiveness of Agent 2 in the data pooling
process. This finding instills confidence in the accuracy of the
identified object, depicted as a blue square in Fig. 6. It
validates the selection of this object for experimentation,
affirming its relevance and significance in the context of the
study.

Data Pooling With all 4 Agent

Prediction Ratio %

T Jlﬁlhl-l-u.

Blue_B Blue_Sq Egg Sh Green_B Red_ B Red_Sq White_Sq

Average Pooling
Different Classes of Data

HAgent_ 1 MWAgent 2 MAgent 3 MAgent 4 MAverage
Fig. 8. Applying machine learning during data pooling

Experiment 2: Four Agent

A second experiment was conducted with slight changes
in Agents positions, which affected the previous distance in
experiment 1. Parameters for weather conditions were used
in respect to day 2 as shown on Fig. 9.

Examining Fig. 9 elucidates the discernible absence of
agent 4 from the operational milieu, delineating its occupancy
of what may be deemed an insecure domain. Conversely,

agent 3 finds itself ensconced within the confines of the
secure zone, albeit distanced from the target entity. Within
the precincts of safety also reside agents 1 and 2, yet agent 1
finds itself perilously proximate to the target, a condition
deemed less than optimal. Conversely, agent 2, ensconced in
a felicitous locale, exemplifies an ideal position within the
operational context.

Agent4 Safe zone

Agent

Target

Agent 1
Agent 2

Fig. 9. Map out of operational environment experiment 2

In the experimental setup for experiment 2, Table 14
provides the distances between agents in matrix format, while
Table 15, illustrates the distances between the object and each
agent.

A similar strategy to that demonstrated in Experiment 1
for evaluating trust among agents was implemented in the
second experiment. Table 16 illustrates the evaluation scores
for trust levels among agents in the second experiment.
Utilizing the weather conditions specified on day 2 in Fig. 9,
assumptions were made, and calculations of agents' visibility
were conducted. The extinction coefficient (k) was estimated
to be 0.1 per kilometer, like that of Experiment 1. Likewise,
the estimation of luminance contrast (B) was set at 0.5. With
a clear background surrounding the object, a moderate
contrast level was assumed, resulting in a value of p=0.5.

The results from Table 14 (Experiment 1) and Table 18
(Experiment 2) are evaluated as follows: The implemented
mathematical model provides a reliable framework for
monitoring and determining the percentage of data that can
be deemed trustworthy for accurate decision-making. The
percentage differences in agent reading, particularly in
pooling accuracy, reflect the trustworthiness of agents in
reporting reliable information. This evaluation is especially
critical for geospatial analysis and healthcare applications,
where data integrity is essential. Agents Trust Score
Evaluation- For Experiment 2 shown in Table 17.

Table 15. Distance between agents in matrix representation

Distance (m) b/w

Agents Agent_1 Agent 2 Agent_3 Agent 4
Agent_1 0 4 2 6
Agent_2 4 0 5 3
Agent_3 2 5 0 7
Agent 4 6 3 7 0

Table 16. Distance of Agents to Object

Agent to Object Distance  Object distance(m)

Agent_1 2
Agent_2 2
Agent_3 3
Agent 4 3

Table 17. Agents Trust Score Evaluation- For Experiment 2

Kindly refer to table sheet
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1
V= = =10 km (10,000 m
k-B 02 x 05 ( )
Agent visibility due to weather conditions
Agent 1 Agent 2 Agent 3 Agent 4
k 0.2 0.2 0.3 0.3
B 0.5 0.5 0.5 0.5
_ _ 6666.7 m = 6666.7 m =

vV 10000m=1 10,000m=1 0.70 0.70

¢ Solving for the predicted accuracy (A) of each agent.
wA) =a -wD)+ L -wl)+y -w(T)

Agent Predicted accuracy (A)

Weight  Agent 1 Agzent Agent3  Agent4 Para:’mete

a=0.3 1 1 0.7 0.7 Distance

=03 1 1 0.7 0.7 Visibility

y=04 0.74 0.94 0.89 0.77 Trust
A 0.89 0.97 0.78 0.73

P=a-wD)+b-w(V)+c-w(l)+d -w(4)

Table 18. Experiment 2 Credibility Pooling Percentage For every Agent

Agents Pooling accuracy (P)

Weight Agent 1 Agent 2 Agent 3 Agent 4 Parameter
a=0.2 1 1 0.7 0.7 Distance
b o3 1 1 07 07 Visibility
c=03 07390 0.9425 0.895 0.7665 Trust

d 08956 097 0778 07266  redictive
=0.3 accuracy

P 0.89 0.974 0.78 0.728
I1l.  VALIDATION

To evaluate the performance of each drone, data collected
under different environmental conditions were scrutinized.
Image quality, resolution, and clarity were assessed to
ascertain the drones' ability to capture accurate and detailed
data. Flight stability and maneuverability were also evaluated
to gauge the drones' performance in adverse weather
conditions. Additionally, the drones' adaptability to changing
environmental variables and their ability to maintain
consistent data capture rates were considered. The results of
the evaluation provided valuable insights into the drones'
performance characteristics and their suitability for specific
data extraction tasks under different conditions. As depicted
in Fig. 10, alterations in drones' positions and environmental
factors may enhance or diminish a drone's performance or
accuracy in data pooling. In this scenario, there was 29%
improvement for Agent_1 and Agent_4, while Agent_2 and
Agent_3 experienced negligible changes.

In contrast to the work by C. Burnett et al. [61], which
primarily focuses on abstract trust dynamics among agents,
the experimental approach presented in this research places a
stronger emphasis on assessing tangible performance metrics
of agents, specifically drones. Rather than delving into
theoretical frameworks, this approach prioritizes practical
evaluations of drones' performance under varying
environmental conditions [62], [63]. While Chogyal et al.
primarily concentrates on developing a trust assessment
model [63], the experimental methodology indirectly
addresses trust by empirically evaluating the reliability and
accuracy of drones' data capture capabilities. This shift

towards empirical assessment allows for a more concrete
understanding of the drones' capabilities in real-world
scenarios. While Huang et al. explores trust and reputation
dynamics among agents [64], this research focuses on the
practical implications of drone performance and reliability.
By providing empirical insights, it contrasts with Huang et
al.'s theoretical approach and offers valuable information for
decision-making. Similarly, while Barber et al. address
challenges in trust research [65], this study bridges theory and
application by empirically assessing drone performance.
Unlike Drawel et al.’s focus on formal verification [66], this
research evaluates drones under empirical conditions,
providing actionable insights. Finally, in contrast to G. Lu et
al.’s review of computational trust models [67], this study
emphasizes practical assessments of drone reliability for
informed decision-making.

Trusted Pooling%
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e Experiment 1 Pooling% Experiment 2 Pooling%

Fig. 10. Agents pooling percentage from both experiments

IV. CONCLUSION

In conclusion, this research provides valuable insights
into performance coordination through communication, trust
evaluation, and data pooling under various environmental
conditions, with a focus on practical assessments such as
delay in communication, image quality, flight stability, and
data pooling. The contribution of this research lies in
implementing a pre-assessment of cyber threats by analyzing
potential attacks during communication delay checks. It also
evaluates the agents' positions concerning a safe operating
environment and ensures trusted communication by verifying
both the source of received information and the validity of the
transmitted data. This research does not address equipment
malfunctions that could lead to environmental issues in the
event of failure. Instead, it primarily focuses on control
through trusted communication, ensuring reliability in data
exchange. It also aims to minimize communication delays by
dynamically switching between network topologies,
providing an optimal approach to reducing latency in multi-
agent systems. By indirectly addressing trust through the
reliability and accuracy of agents’ position, data capture, the
study bridges the gap between theory and practical
applications, offering actionable insights for informed
decision-making in MAS deployment and advancing
knowledge in the field of MAS technology. While this study
evaluates the credibility of agents in MAS and
communication delay, future research will expand on
amending communication language or pattern for which
agents can applied in more elaborating ways to enhance their
coordination. This can be done through the integration or
implementation of machine learning or artificial intelligence
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model. By implementing an adequate language of
communication, agents can retrieve information or translate
information into needed mathematical coordinates. An
advanced algorithms for communication and data evaluation
will help extract deeper insights from drone-generated
datasets, improving decision-making.  Additionally,
developing robust data transfer protocols will ensure faster,
more reliable communication, addressing challenges like
latency and bandwidth limitations, and enhancing real-time
drone operations in applications such as surveillance,
mapping, and environmental monitoring.
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