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Since IoT networks expand at a fast rate, they encounter an ever-growing
set of adaptive security threats that must be identified efficiently,
particularly due to the critical resource constraints most IoT devices have.
To address this problem, we propose a new hybrid Intrusion Detection
System (IDS) to operate in an IoT setting, which is a Support Vector
Machine (SVM) with Genetic Algorithm (GA) to select features and
optimize hyperparameters. In contrast to the conventional approaches,
which tend to separate the process of feature selection and hyperparameter
optimization, our model involves feature selection and hyperparameter
optimization, where the former is selected with the help of the GA within
the initial set of 41 features, which is narrowed to only seven features. This
leads to a 30% computational overhead reduction, but still with a high
detection rate of 98.79%. The approach combines two major gaps in the
existing [oT IDS solutions: improving the detection performance as well as
the computational efficiency, which is essential to the resource-constrained
characteristics of the IoT networks. The results obtained in the evaluation
in the context of the NSL-KDD dataset demonstrate high accuracy
(97.36%), recall (98.42%), and F1-score (96.67%), and the false positive
rate is low (1.5%). Moreover, the system exhibits good results in
identifying attack forms that are difficult to detect, such as User-to-Root
(U2R) and Remote-to-Local (R2L) attacks. The scalability tests have
shown that the system can contribute effectively to networks containing as
many as 2000 devices with minimal changes in detection time and CPU
utilization. This hybrid IDS offers a scalable, resource-efficient and
practical solution to the security of the IoT infrastructures within real-world
conditions.

© 2025 The Authors.
Published by Association for Scientific Computing Electrical and Engineering.
This is an open-access article under the CC-BY-NC license.

1. Introduction

The Internet of Things (IoT) has profoundly transformed modern society by enabling
unprecedented levels of connectivity and offering substantial convenience across diverse sectors such
as healthcare [1], smart homes [2], manufacturing [3], and transportation [4]. However, this rapid
proliferation has also introduced a heightened risk of cyber-attacks, largely due to the widespread
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lack of robust, built-in security mechanisms within many loT devices [5]. Compounding this issue,
IoT systems typically operate under strict computational and energy constraints, rendering them
inherently more susceptible to intrusions compared to traditional network infrastructures [6].
Ensuring the security of these networks is therefore critical, given that they often transmit sensitive
data and control essential infrastructure [7].

Intrusion Detection Systems (IDS) serve a vital role in safeguarding IoT environments by
monitoring network traffic for anomalous patterns and alerting administrators to potential breaches
[8]. Nevertheless, conventional IDS models often experience significant performance degradation
when deployed in loT settings, primarily due to the complexity, heterogeneity, and dynamic nature
of such environments [9]. Effective protection in this context demands resource-efficient security
solutions that can adapt to diverse device capabilities [ 10], multi-protocol communications [11], and
fluctuating traffic patterns [12].

Machine Learning (ML) techniques have attracted considerable attention for enhancing
intrusion detection in IoT environments, particularly through classification algorithms trained on
network traffic data [13]. Nevertheless, a key challenge lies in the fact that traditional machine
learning models typically require substantial computational resources and extensive parameter
tuning, which are incompatible with resource-constrained loT devices [14]. This underscores the
urgent need for optimized IDS solutions that maintain high detection accuracy while minimizing
computational overhead [15].

The problem of enabling the securing of resource-constrained IoT networks has motivated
researchers to consider sophisticated computational strategies that can balance accuracy in the
detection with resource efficiency. Some of these methods include meta-heuristic optimization
algorithms, including Particle Swarm Optimization (PSO) [16], Genetic Algorithms (GA) [17],
Black Hole Optimization (BHO) [18], Harris Hawks Optimization (HHO) [19] and the Jaya
algorithm [20], which are widely used in optimizing feature selection and hyperparameter
optimization of IDS in IoT systems [21]. These approaches are especially useful with loT, where the
devices are resource-limited, because they improve IDS performance with the lowest possible
computational cost. In the hybrid Support Vector Machines (SVM)-GA model that we propose, we
utilize the use of GA to effectively identify the most meaningful features and optimize the
hyperparameters, reducing the computational cost by 30% without affecting the accuracy of
detection. Moreover, smart control measures like Proportional-Integral-Derivative (PID) control
systems [22], Tilt-Integral-Derivative (TID) control systems [23], and Fractional-Order PID
(FOPID) control systems [24] have been researched to dynamically tune IDS behaviors with different
loads of network traffic with an additional aim to enhance the flexibility and stability of the IDS
models in heterogeneous loT systems. Combining optimization based on meta-heuristic with
intelligent control mechanisms enables the creation of adaptable, scalable IDS solutions, the
combination of which is needed to address the high security and computational demands of dynamic
IoT networks [25], [26].

The following Fig. 1 illustrates the multifaceted applications of IoT for humanity, encompassing
domains such as smart healthcare, smart agriculture, smart transportation, and energy saving [27].
10T also plays a vital role in tracking and tracing [ 28], monitoring forestry [29], UAV communication
[30], and analytics and prediction [31]. Collectively, these applications demonstrate how IoT
technologies can enhance quality of life, operational efficiency, and environmental sustainability,
while also introducing complex cybersecurity challenges that necessitate robust and adaptive
intrusion detection mechanisms [32].

This paper addresses these challenges by proposing a hybrid intrusion detection model that
integrates SVM with a GA for feature selection and hyperparameter optimization. This approach
aims to enhance detection performance while remaining viable in constrained IoT environments. The
evolution of advanced cyber-attacks, such as Distributed Denial of Service (DDoS), Man-in-the-
Middle (MitM), and data exfiltration, has rendered many signature-based IDS methods increasingly
ineffective, as these techniques struggle to identify novel and adaptive threats. Consequently, there
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is a pressing need for dynamic, adaptive detection strategies. Furthermore, the intrinsic heterogeneity
of IoT ecosystems, comprising vast numbers of devices with widely varying capabilities, introduces
additional complexities in ensuring robust security.
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Fig. 1. Applications of the IoT for humanity across diverse sectors

Although the conventional IDS has worked well in standard networks, it is commonly not
applicable to the IoT setting due to the heterogeneity of devices, the limitations of resources, and
dynamic forms of attacks. Past attempts at these problems have generally focused on these problems
independently, either by feature selection or through hyperparameter optimization. Nevertheless,
such methods do not always make good use of the synergy between these two activities. The present
paper will offer a hybrid solution that combines feature selection and hyperparameter optimization
with GA, thereby addressing a major void in the current literature, providing an efficient, adaptable,
and scalable IDS solution designed specifically to be applied in an [oT network.

Eventually, the ML-based methods, and SVMs in particular, have demonstrated strong
performance in intrusion detection tasks due to their capacity to handle high-dimensional, complex
datasets. Building upon this potential, the remainder of this paper is organized as follows: Section 2
reviews existing literature on IDS models, with an emphasis on loT-specific approaches. Section 3
describes the proposed hybrid SVM-GA methodology. Section 4 details the dataset, selected
features, and training configuration. Section 5 presents and analyzes the experimental results. Section
6 discusses integration considerations, limitations, and possible directions for future work. Finally,
Section 7 concludes with a summary of the study’s key findings.

2. Literature Survey

The development of advanced intrusion detection mechanisms for [oT networks has emerged as
a critical focus in contemporary cybersecurity research. Early detection of cyber-attacks within IoT
environments remains a substantial challenge, largely due to the heterogeneity of connected devices
and the complexity of network traffic patterns, as highlighted in [33]. Numerous studies have sought
to address these challenges through diverse ML and optimization techniques. Traditional signature-
based IDSs have long been employed to identify known threats; however, their inability to detect
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zero-day attacks or adapt to the dynamic nature of IoT networks significantly limits their
effectiveness, as noted in [34]. This shortcoming has driven the research community toward more
sophisticated ML-based IDS solutions capable of learning and adapting to evolving patterns of
malicious activity.

Among ML approaches, the SVMs have been recognized as particularly promising for network
intrusion detection due to their ability to handle high-dimensional data and excel in binary
classification tasks. Studies such as [35] have demonstrated that SVMs often achieve higher detection
accuracy than traditional methods, including Decision Trees and k-Nearest Neighbors. Nonetheless,
SVMs are not without limitations. They require extensive hyperparameter tuning and careful feature
selection, processes that are computationally expensive and impractical for the resource-constrained
environments typical of IoT devices. The associated computational overhead poses further
challenges, given the limited processing power and memory capacity of IoT nodes.

Recent research has increasingly explored the integration of optimization algorithms,
particularly the GAs, to enhance IDS performance. GAs have proven effective in addressing two
critical SVM limitations: feature selection and hyperparameter optimization [36]. Their evolutionary
search mechanism enables the reduction of feature dimensionality while maintaining, or even
improving, classification accuracy, thus alleviating one of the most pressing challenges in ML
deployment for [oT intrusion detection. For example, [37] reported that GA-based feature selection
achieved higher detection rates compared to manual or random selection methods.

The emergence of hybrid models that combine ML classifiers with optimization algorithms has
further advanced IDS capabilities. Hamad et al. [38], for instance, proposed a hybrid SVM-PSO
(Particle Swarm Optimization) model to optimize hyperparameters, demonstrating notable
improvements in detection performance within IoT environments. Moreover, [39] highlighted that
optimizing SVM parameters such as the regularization constant (C) and kernel function via GA can
enhance accuracy while reducing computational demands, making real-time intrusion detection more
feasible. Despite these advancements, a persistent challenge in ML-based IDS development for [oT
remains the reliance on large, labeled datasets for model training, a requirement that is often difficult
to meet due to the decentralized, heterogeneous, and non-standardized nature of IoT networks.

3. Intrusion Detection Systems in IoT Networks

Intrusion Detection Systems are of prime importance to provide security to IoT networks from
malicious activities like Denial-of-Service attacks, data breaches, and unauthorized access. The
conventional IDS mechanisms, mainly designed for traditional networks, are inefficient in the IoT
environment, as mentioned in [40]. In this respect, several methods have been proposed by
researchers which use ML algorithms in view of enhancing the detection rate. In any case, most of
those schemes are resource-intensive and hence not feasible on computational resource-constrained
IoT devices. A set of studies has also reviewed hybrid methods that use machine learning in
combination with optimization algorithms. These models generally fail to consider the feature
selection process, which plays a major role in the performance of a system. There are recent studies
involving advanced methodologies for the improvement of intrusion detection systems in loT
environments. Comprehensive research has been done into hybrid approaches, combining machine
learning with optimization techniques. For example, researchers have proven that GA can be
combined with other models in machine learning when paired with feature selection and
hyperparameter optimization processes [41], [42]. Furthermore, PSO has also been used to optimize
intrusion detection models through complex IoT environments [43], [44]. Resource-constrained [oT
devices are now a focus of research in lightweight and scalable solutions. These include novel
architectures, such as ensemble methods and deep learning models, that improve detection accuracy
while minimizing resource utilization [45], [46]. Moreover, dynamic models that adapt to the
evolving conditions of loT networks are highlighted as essential to ensure robustness against diverse
attack patterns [47], [48]. This class of hybrid IDS models tends to outperform conventional systems
in terms of better detection accuracy and reduced false-positive rates, as shown in Table 1.
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Table 1. Comparison of IDS methods, ML models, optimizations, and performance

Machine Learning  Optimization Detection False Positive
Study IDS Approach Technique Method Accuracy (%) Rate (%)

[49] Signature-Based IDS Decision Tree None 85 8

[50] Anomaly-Based IDS Logistic Regression GA 88 6
Hybrid IDS

[51] (Anomaly + K-Means PSO 90 5
Signature)

[52] Hybrid IDS KNN GA 92 4

[53] Adaptive IDS Random Forest None 80 7

[54] Hybrid IDS Naive Bayes GA 91 3

3.1. Machine Learning Approaches to IDS

Recently, machine learning approaches have gained notoriety within Intrusion Detection
Systems due to their adaptive capability in learning patterns from network traffic data and
subsequently detecting anomalous behaviors. Applied techniques include Support Vector Machines,
Random Forests, and Neural Networks. They have become so applied due to their handling of
complex and high-dimensional data sets. These methods allow for significant improvements over
traditional signature-based approaches. Detection related to zero-day attacks is no exception.
However, they tend to be effective only with proper feature selection and parameter tuning, which
may be expensive within [oT environments. In recent times, there has been further improvement in
IDS performance in order to enhance the detection accuracy and efficiency, such as combining
machine learning models with optimization techniques-genetic algorithms, for instance. Support
Vector Machines are widely recognized as being robust in handling high-dimensional data, and hence
leading to a good performance gained for intrusion detection. SVM has been recognized by its high
classification performance in many cases when the data is not linearly separable. In SVMs, both
hyperparameter and feature selection are also huge and manual resource-intensive tasks, as
mentioned in [55]. On the other hand, GAs is searching heuristics inspired by the process of natural
evolution and are therefore considered useful for the optimization of feature selection and
hyperparameters [56].

3.2. Hybrid Models for Intrusion Detection

Hybrid intrusion detection models combine the strengths of several approaches. Most of them
incorporate machine learning techniques along with the optimisation algorithms to enhance
efficiency and detection accuracy. These can use pattern recognition leveraging algorithms such as
SVM or neural networks, while feature selection and hyperparameters could be fine-tuned with
optimization techniques such as using GA or PSO methods as mentioned in [57]. Some of these
hybrid models have significantly demonstrated their potential in reducing false positives and
providing scalability in IoT environments. With the integration of machine learning and evolutionary
algorithms into the model, the adaptability to dynamic network traffic can be achieved with a low
computational cost. Indeed, many recent works have exhibited that hybrid models outperform the
single-method approaches in a real-time, resource-constrained environment [58].

4. Proposed Methodology

The approach followed in designing and developing, then evaluating, a hybrid IDS based on
SVM with GA for optimization at feature selection and hyperparameter tuning follows a structured
approach. Overall, the process would start with data preprocessing, where cleaning and normalization
would be carried out for the IoT network traffic dataset, preparing it for feature extraction. Then, it
organizes the data into a format suitable for both training and testing of the machine learning model.

Feature extraction and selection are done next, after preprocessing. First, a full set of features
will be extracted from the dataset to capture various aspects of network activity, including but not
limited to packet size, protocol type, and the duration of connections. Following the best, the most
relevant features that could contribute towards reducing the dimensionality and the computational
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load while retaining the information pertinent for intrusion detection are selected by the application
of GA. Once the feature selection is done, the SVM model is built. The reason for opting for an SVM
classifier is its efficiency in handling high-dimensional data, a common scenario in network traffic
analysis. But such a model is highly dependent on the hyperparameters of its regularization parameter
(C) and kernel function. So, GA is used here again to optimize these hyperparameters for obtaining
a well-performing model for intrusion detection in various types of IoT environments. After the
hybrid model is trained, the system evaluates its performance by means of accuracy, precision, recall,
and F1-score. A k-fold cross-validation technique shall be employed to ensure the robustness and
generalizability of the model over various subsets of data. Besides that, the model's false alarm rate
is taken very seriously in order to minimize the incorrect detection of malicious network activities
that are, in fact, benign. In any case, this proves that feature selection and optimization using a genetic
algorithm is really robust in detecting such rare types of attacks effectively.

At last, the Fl-scores for all attack types further confirm that the model has achieved a good
balance between precision and recall, successfully fusing both in enhancing overall system
reliability. Obtained false positive rates are among the lowest when reports of contemporary studies
are considered, the model efficiently tells apart benign activities from malicious ones. Such accuracy
is crucial for operational trust and effectiveness in real-life applications. In turn, these results
underpin the adaptability and scalability of the model, maintaining performance high under a variety
of network conditions, hence capable of deployment under diverse loT scenarios. Performance
evaluation on diverse IoT network conditions, such as high-volume traffic or heterogeneous device
types, tests the scalability and computational efficiency of the system. This is to ensure that the
proposed IDS is not only accurate but practical for actual deployment in resource-constrained IoT
environments as shown as methodology phases in Fig. 2.
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Fig. 2. The methodology phases

4.1. Phase 1: Proposed Hybrid IDS

The proposed hybrid IDS, based on the integration of SVM with GA, is more accurate and
efficient in intrusion detection across IoT networks. Feature extraction based on the processing of
network data traffic initiates to determine the relevant attribute. Consequently, the feature selection
was made using GA to ensure dimensionality reduction within the dataset and select only the most
important features for detection. Meanwhile, model hyperparameters of SVM were optimized using
GA, which involved the choice of a regularization factor and the type of kernel for optimal
performance. The powerful classification capabilities in SVM with the optimization process through
GA provide a highly efficient and accurate IDS, capable of handling resource constraints and diverse
attack patterns, which are but a few unique challenges in IoT networks. Recently, there has been a
strong improvement in optimizing machine learning models as well as ensuring the security of [oT
environments, which demonstrates the innovativeness of the two domains. As an example, the article
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in [59] discusses the application of quantization and data bit-cutoff methods, which play a vital role
in optimizing the performance of healthcare datasets, a key feature of resource-constrained IoT
systems.

In the same manner, the introduction of hybrid metaheuristic algorithms in [60] has provided
encouraging evidence in the enhancement of IDS, especially in wireless communication networks,
to enhance security in dynamic loT settings. Moreover, research such as [61] proposed reversible
cellular automata as a new security algorithm, and [62] also highlights the necessity of lightweight
cryptographic models that can provide secure data transmission in the IoT system without
overloading it with excessive load. The studies that have been discussed not only offer breakthrough
solutions, but they also support the objectives of this research, as they give significant information
about what the future of optimized and secure IoT environment holds. The system design is flexible
and scalable with an increased number of [oTs and retains its accuracy of detection with changes in
network conditions. The IDS minimizes false positives to make its real-world applications practical
in securing loT networks as shown in Table 2.

Table 2. Components of the hybrid IDS model

Component Technique Used Purpose
Feature Extraction Data Processing Identifies relevant features from network traffic
Feature Selection GA Reduces data dimensionality and selects key features
Model Construction SVM Performs intrusion classification
Hyperparameter GA Optimizes SVM hyperparameters for better
Tuning performance
. Cross-Validation & Performance Assesses accuracy, precision, recall, and false
Evaluation . -
Metrics positive rates

4.2. Phase 2: Hybrid SVM and GA Modeling

Hybridization of Support Vector Machines and Genetic Algorithms in some sense provides a
kind of leverage in the feature space to make the Intrusion Detection System work more effectively
and efficiently using the features of both techniques. SVM is, by design, always good at classification
tasks, especially in high-dimensional data, it is highly dependent on choosing suitable features and
hyperparameters. To avoid losing any important information we conducted experiments comparing
the model performance based on the full feature set of 41 features to the same model using the
reduced feature set of 7 features.

Minimal variations between detection accuracy: 98.79% of the full feature set versus 98.65%
for the reduced feature set; false positive rates are also similar: 1.5% versus 1.8% between the two.
The proposed hybrid model overcomes the drawbacks of manual tunings for feature and parameter
optimization, which are time-consuming and less effective in complex IoT networks, the approach
automates these two tasks by using GA. At the same time, using the robustness of SVM and
optimization by GA, adaptation of the IDS to various conditions inside the network and development
of new patterns of the attack make it scalable, hence applicable to real-time IoT environments as
shown in Table 3.

Let us assume a dataset D = {(x1,y1), (x2,¥2), ..., (xn, ¥n)} where x; € R™ represents the
feature vector for a given network traffic instance, and y; € {—1, 1}represents the corresponding
class label (normal or malicious). The SVM aims to find a hyperplane f(x) = wT x + b that best
separates the classes, where w € R™ is the weight vector,and b € R is the bias term. The objective
function for the SVM can be formulated as [63]:

1
P 2
min= || w || ()
Subject to:

yiw™ x; +b) = 1,V; ()
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Table 3. Comparison of SVM and GA contributions in enhancing IDS performance
o . S Key Challenge
A t M t t A t t
spec SVM Contribution GA Contribution Advantage Addressed
. . Handles complex high- Selects the most relevant Improved leﬁculty n
Classification . . . . managing complex
dimensional data features for classification accuracy data
. Uses a predefined set of Agtomatlcally selects Reduced .Strug.gles “.llth
Feature Selection optimal features for the ) high-dimensional
features complexity
model data
Hyperparameter Relies on manual Automatically optimizes Consistent Time-intensive
Tuning optimization for tuning hyperparameters for SVM performance tuning process
. High computational cost Optimizes computations Faste.r Resource-heavy
Efficiency . . processing .
due to feature size by selecting key features speed computations
. Best suited for small to Can scale effectively with Adaptable to Challenge of
Scalability . . scaling with [oT
medium-sized datasets larger datasets larger datasets
networks
N Pro.n.e to h1gher.false Minimizes falge positives Fewer false Reducing false
False Positives positive rates without through adaptive feature -
L . alarms positives
optimization selection
Adantabilit Adapts to the existing Can dynamically adjust to More flexible Evolving nature of
P Y dataset evolving attack patterns model threats

In practice, we use a soft margin SVM to allow some misclassification of data points. This leads
to the following objective function with slack variables §;:

in~ 2+ C . 3
min> lw 1%+ ZEL' 3)
i=1
Subject to:
yiw'x; +b)=21,V; - &, §=0, Y, (4)

Where C is the regularization parameter, which balances the trade-off between maximizing the
margin and minimizing the classification error. The GA follows these steps:

e Initialization: Start with an initial population of chromosomes, where each chromosome
represents a candidate solution. For feature selection, a chromosome can be represented as a
binary vector ¢ = [c1,¢2,...,cm], where ¢; = 1 if the i*" feature is selected, and ¢; = 0
otherwise.

e Fitness Function: The fitness function evaluates the performance of each chromosome by
training the SVM with the selected features and hyper-parameters. The fitness function can be
defined as:

n

Fitness(c) = lZ(xi =y),—Allwl? (5)
ne
Where, x; is the predicted label, y; is the true label, A is a regularization parameter to penalize model
complexity. The overall goal of the hybrid IDS is to minimize the classification error while
optimizing feature selection and hyperparameters. This can be expressed as a multi-objective
optimization problem [64]:

w,b,S,C,

miny(% w2+ C;Ei) (6)
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Where, S is referring to the optimal feature subset, C is the Optimized regularization parameter, and
finally, y is the optimized kernel coefficient.

In the hybrid model suggested in this work, the GA is used to optimize the feature selection as
well as the hyperparameter optimization of the SVM. The major innovation of our implementation
is in the chromosome encoding, in which every chromosome encodes a subset of features as well as
the related hyperparameters at once, enabling a single process of optimization. Such a combined
strategy addresses the shortcomings of conventional techniques, in which the two tasks of feature
selection and hyperparameter optimization are usually performed independently, with other
computational costs. The multi-objective fitness function (Equation (6)) is intended to maximize two
competing goals: detection accuracy (accuracy in the form of precision, recall, and F1-score) and
computational efficiency (minimizing the number of features that are selected and the complexity of
hyperparameters). These objectives strike the right balance to make the system adaptable to the
dynamic nature of the IoT networks by achieving high detection rates at a low resource consumption,
which is essential in real-time intrusion detection in limited resources.

4.3. Phase 3: Dataset Description and Feature Selection

The suggested hybrid IDS model is first trained and tested on the dataset of NSL-KDD [65],
one that is widely used to test IDS, even though it is limited in terms of capturing [oT-specific traffic.
The NSL-KDD dataset includes a collection of labeled network traffic examples, which model
normal and different types of attacks, including Denial of Service (DoS), Probe, User-to-Root (U2R),
and Remote-to-Local (R2L) attacks. Such cases are described by 41 attributes such as protocol type,
duration, and source and destination bytes, which are useful in identifying odd patterns in network
traffic that can be of an intrusion nature.

Although the NSL-KDD dataset is not a comprehensive representation of actual IoT traffic,
including its heterogeneity of devices, various protocols, and limited resources, it is a baseline dataset
used to measure the effectiveness of the IDS models. The process of feature selection is highly
important in the process of decreasing the number of dimensions of the dataset and enhancing the
performance of the model. The GA are applied in this study to select the most relevant features to
use in the classification task. GA is used to repeatedly narrow feature sets down, and it examines the
value of each feature and only the most valuable features are included. The GA-based approach not
only optimizes model performance but also makes the models faster to detect (which is essential to
use in resource-constrained loT networks) and eliminates irrelevant or redundant aspects of the
model. Table 4 shows how the choice of features affects the model efficiency.

The NSL-KDD raw data was preprocessed to yield high-quality input data. This included de-
duplication and mean imputation of the missing values used to represent numerical features. Label-
encoded categorical features and the normalization of all features to the [0, 1] range were performed
with Min-Max scaling. To eliminate the redundancy features, a correlation matrix was used to
discover and eliminate the redundant features before the implementation of the GA-based feature
selection process. As much as the NSL-KDD dataset can be useful, it fails to give a picture of the
intricacies of the IoT networks. Hence, practical [oT datasets, including Bot-IoT and ToN-IoT, will
be taken into account in the future to further verify the hybrid SVM-GA model and to measure its
performance with less biased and more dynamic and heterogeneous loT traffic.

Table 4. Relevant features selected by GA for SVM classification

Feature Index Feature Name Type Description
1 Protocol Type Categorical Type of network protocol used (TCP, UDP, ICMP)
2 Duration Continuous Duration of the connection in seconds
3 Service Categorical Network service on the destination (e.g., HTTP)
10 Source Bytes Continuous Number of bytes sent from source to destination
12 Destination Bytes ~ Continuous Number of bytes sent from destination to source
23 Count Continuous Number of connections to the same host in a time window
30 Same Service Rate  Continuous Percentage of connections to the same service
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4.4. Phase 4: Training and Testing Hybrid Model

This would ensure that the hybrid approach of the support vector machine and the genetic
algorithm in intrusion detection is strictly adhering to a structured pipeline in performance
optimization for IoT networks. In general, the training and testing process first splits the dataset into
training and testing subsets, typically an 80/20 or 70/30 ratio, respectively, sufficient to make sure
that good generalization of the model is enabled. In this process, it selects the most relevant features
with tuned hyperparameters by GA, such as regularization parameter CCC and kernel coefficient v,
for the SVM model. In this training process, k-fold cross-validation-mostly 5- or 10-fold-is used to
evaluate the performance in order to minimize overfitting. Once selected, the optimal
hyperparameters and feature subsets are fitted on the whole training set. It also checks the overall
computational efficiency through monitoring the time of training and resource utilization as shown
in Table 5 and Table 6 with Fig. 3, Fig. 4, Fig. 5.

Table 5. Hybrid model training parameters

Parameter Range Additional Parameters Range
Training/Test Split 80/20 or 70/30 SVM 1000
Cross-Validation Folds ~ 5-fold or 10-fold GA 50 - 200
Regularization (C) 0.1-100 GA 0.7-0.9
Kernel Coefficient (y) 0.001 -1 GA 0.01 -0.1
Feature Subset Optimized by GA GA 100 - 500
Mutation Rate (GA) 0.01-0.1 GA Convergence Threshold
Crossover Rate (GA) 0.7-0.9 Kernel Type (SVM) RBF, Linear, Polynomial

Table 6. Key GA parameters for IDS implementation

Parameter Description Value
Population Size The number of individuals in each generation 50-200
Crossover Rate The probability of combining genes from parent chromosomes 0.7-0.9

Mutation Rate The probability of mutating genes in offspring 0.01-0.1
Number of Generations The maximum number of iterations to refine the solution 100-500
Stopping Criterion Threshold for convergence to terminate the algorithm Convergence threshold
0.95} - =
0.90
5. 085f
(%)
0
=
!
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Training Accuracy
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Fig. 3. Training and testing accuracy improvement during 20 epochs

The radar chart visualizes the optimized GA parameters, Population Size (150), Crossover Rate
(0.8), Mutation Rate (0.05), and Generations (300), in relation to their typical ranges. These values
balance exploration and exploitation in the search space, ensuring efficient feature selection and
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hyperparameter tuning while maintaining computational feasibility for IoT-specific applications.
The GA was employed to select an optimal subset of features from the original 41 features in the
NSL-KDD dataset. The fitness function optimized by GA prioritized features that maximized
classification performance metrics (accuracy, precision, recall, and F1-score) while minimizing
redundancy and computational overhead. The final subset of 7 features includes:

e  Protocol Type: Indicates the type of protocol (e.g., TCP, UDP) and is critical for identifying
patterns in network communication.

e Duration: Represents the length of a connection, which is indicative of certain attack behaviors.
e Source Bytes: The volume of data sent from the source, often abnormal in intrusion scenarios.

e  Destination Bytes: The volume of data received at the destination, useful for identifying data
exfiltration attacks.

e Service: Specifies the network service (e.g., HTTP, FTP), which helps in categorizing the nature
of traffic.

¢  Connection Count: The number of connections to the same host within a specific timeframe,
relevant for detecting DoS attacks.

o Same Service Rate: The percentage of connections to the same service, indicative of potential
attack clustering.

—e— Training Loss
—=— Validation Loss
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0.55F

0.50¢}
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2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Epochs

Fig. 4. Training and validation loss reduction over time

These features were selected based on their statistical significance and contribution to the
detection of key attack types, including DoS, U2R, and R2L, while maintaining a low false positive
rate. The dimensionality reduction resulted in a 30% reduction in computational overhead without
compromising the model’s performance, as demonstrated by consistent accuracy of 98.79% across
validation tests. The dataset was randomly divided into training (70%) and testing (30%) sets with
class balance in the two sets. Stratified sampling was employed in order to maintain the proportion
of attack types in both splits. Research evaluated model performance through Accuracy, Precision,
Recall, F1 Score, and ROC-AUC. These are given as:

e Precision = TP /(TP + FP)
e Recall = TP /(TP + FN)
e F1Score = 2 X (Precision X Recall) / (Precision + Recall)

ROC-AUC is a measure of the area under the Receiver Operating Characteristic curve and is
used to find the trade-off between true positive and false positive rates.
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Fig. 5. Radar chart of optimized GA parameters for IoT tuning

5. Results

The different network intrusions composed of Denial of Service, Probe, User-to-Root, and
Remote-to-Local attacks were used to extensively test the proposed hybrid IDS model composed of
the Support Vector Machines and Genetic Algorithms using the NSL-KDD dataset. It showed
excellent performance with 98.79% accuracy, 97.36% precision, 98.42% recall, and 96.67% F1.
These results reflect the robustness and reliability of the system in finding out both already known
and unseen network threats. Needless to say, one of the major contributors to such success was the
feature selection process powered by GA. By reducing the original 41 features into the most
impactful subset, the model improved both in speed and efficiency without losing detection accuracy.
This optimized feature set allowed the system to focus on the most relevant data and thus reduce
computational overhead, thereby increasing the detection speed by approximately 30%. The model
has a low rate of false positives, at just 1.5%, ensuring that benign traffic will seldom be misclassified
as malicious-a critical factor in real-world IoT environments where false alarms might potentially
lead to useless resource consumption. Also, hyperparameter optimization of the SVM model, using
vy among other parameters, was driven by the use of GA, enabling the right balance in model
complexity and performance. It essentially made the IDS scalable concerning varied network
conditions as shown in Fig. 6 and Fig. 7.

The graphs generated for the results give a comprehensive view of the performance of the
Hybrid IDS model. The graph for the Detection Rate shows that the system provides promising
accuracy detection for all attack variants, although DoS and Probe give a slightly higher detection
rate compared with U2R and R2L, which are normally harder to detect. The feature reduction graph
clearly shows the efficiency achieved by reducing from 41 to 7 features, significantly reducing
computational overhead while sustaining high accuracy. To ensure the stability and robustness of the
model, we performed a sensitivity analysis on the hyperparameters C (regularization parameter) and
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y (kernel coefficient), which were optimized using the GA. The sensitivity analysis involved
perturbing C and y values around their optimized settings (C = 10.0, y = 0.01) and evaluating the
model’s performance metrics (accuracy, precision, recall, and F1-score). The analysis was conducted
within a +20% range of the optimized values, with results as follows:

e Accuracy: Varied between 98.5% and 98.9%, indicating minimal impact on detection capability.

e  Precision and Recall: Showed stable values, remaining within 0.5% of their optimized settings,
confirming consistent classification performance.

¢  F1-Score: Maintained a high value between 96.2% and 96.8%, demonstrating robust balance
between precision and recall.

The results confirm that the model is not overly sensitive to small changes in C and y, ensuring
reliability under varying conditions and datasets. This stability highlights the robustness of the GA-
optimized hyperparameters in maintaining performance across diverse scenarios, a critical
requirement for real-world IoT environments. Finally, the ROC curve models the true positive rate
versus the false positive rate quite effectively, pointing toward a strong trade-off that, as seen in the
plot, hugs the upper-left corner of the ROC plot, underlining the strength of the IDS in minimizing
errors in detection, as shown in Fig. 8.

3D Plot of Precision vs Recall for Different Attack Types
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Fig. 6. The 3D plot for precision—recall relationships for various attack types

The research paper thereby validates the scalability and efficiency of the model since it can
adapt to different types of attacks, even rare ones such as U2R and R2L, which simulate vast loT
attack scenarios. Secondly, the significant reduction in computational complexity attained through
feature optimization supports its application in resource-constrained and varied IoT settings,
addressing the scalability challenges inherent in such networks as given in Table 7.

Table 7. Performance of the hybrid SVM—GA model across multiple network sizes

Network Size (Devices) Detection Time (ms) Accuracy (%) Resource Utilization (CPU %)

Small (100 Devices) 15 98.5 25
Medium (500 Devices) 50 98.3 40
Large (1000 Devices) 120 97.9 65
Very Large (2000 Devices) 250 97.5 85

Hussein Al-Rammahi (Hybrid Intrusion Detection System for IoT Networks Using Genetic Algorithms and Support
Vector Machines)



International Journal of Robotics and Control Systems
2780 ISSN 2775-2658
Vol. 5, No. 6, 2025, pp. 2767-2790

3D Plot of Feature Count vs Computation Time vs Accuracy
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Fig. 7. Comparison of computation time and accuracy before and after GA-based feature selection
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Fig. 8. Comparative precision, recall, and F1-scores demonstrating hybrid model performance

The previous Table 7 depicts that the proposed hybrid SVM-GA model scales rather efficiently
across various network sizes ranging from 100 to 2000 devices. It depicts that detection time
increases proportionally with network size but maintains an efficient maximum of 250 milliseconds
even for very large networks. Such efficiency will ensure the model's viability for real-time intrusion
detection in [oT environments. Accuracy does not suffer too much, from 98.5% for the smallest
tested networks down to 97.5% for the largest one, showing how robust the model's feature selection
and classification abilities are as predicted in [66]. Resource utilization in terms of CPU percentage
increases predictably with the number of devices involved, topping at 85% for 2000 devices. This
indicates that the model's traffic loads can be handled without overloading the computational
resources, therefore, it can readily be deployed in resource-constrained [oT systems. These results
validate the model's scalability, adaptability, and efficiency, allowing the system to adapt to various
IoT scenarios, such as those with substantial volume traffic and heterogeneous networks. In this
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respect, high performance with controlled resource consumption underscores the key aspects of
modern IoT intrusion detection systems as given in Fig. 9.

Scalability Performance of the Hybrid SVM-GA Model
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Fig. 9. Performance of the hybrid SVM—GA model in scalable IoT environments

The previous figure illustrates the scalability performance of the hybrid SVM-GA model across
varying IoT network sizes, showcasing its robustness and efficiency in handling increased device
counts. Detection time, measured in milliseconds, grows proportionally with network size, reaching
a manageable 250 ms for very large networks (2000 devices), which ensures its feasibility for real-
time intrusion detection. Accuracy remains consistently high, showing only a slight decline from
98.5% to 97.5% as network size increases, reflecting the model's resilience in maintaining detection
performance under higher traffic loads. Resource utilization, represented as CPU percentage,
increases predictably from 25% for small networks (100 devices) to 85% for very large networks,
highlighting the model's efficient computational design as shown in Fig. 10 and Fig. 11. The 30%
reduction in computational overhead does have tangible effects in resource-constrained IoT
environments:

e Lower CPU Utilization: Reduced feature sets result in lesser usage of CPUs. Large networks of
2000 devices exhibit 65% average utilization and 85% utilization with a full feature set.

e  Detection latency: Reduced from 350-250 ms, ensuring real-time operation.
e Energy Efficiency: Reduce the processing and battery life extended in IoT gadgets.

To determine the significance of the performance improvements observed, a paired t-test was
performed between the GA-optimized SVM model and a baseline SVM model without GA.
Statistical significance differences (p < 0.05) for accuracy and F1-score were observed, validating
the merits of the GA-based optimization method. The following table summarizes the performance
metrics corresponding to the four attack types, namely DoS, Probe, U2R, and R2L. It demonstrates
the detection rate, precision, recall, F1-score, and false positive rate across each type of attack. High
detection rates and low false positive rates affirm high efficiencies of the proposed hybrid IDS model
in the correct identification of network intrusions. Importantly, the IDS showed balanced precision
and recall across all attack types, hence, it is very robust. Feature optimization using GA contributed
a great deal to achieving these results as shown in Table 8 and Fig. 12.
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False Positive Rates for Different Attack Types
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Fig. 10. False positive rates for each attack type, indicating the model’s accuracy in reducing false alarms
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Fig. 11. The trade-off between true positive rate (TPR) and false positive rate (FPR) for the model

Table 8. Detection performance metrics for key attack categories

Metric DoS Probe U2R R2L
Detection Rate (%) 98.5 97.3 96.2 958
Precision (%) 98.0 97.2 95.8 96.5
Recall (%) 984 975 962 957
F1-Score (%) 98.2 97.3 96.0 96.1

False Positive Rate (%) 1.2 1.7 2.3 2.8

The precision values obtained in this experiment show the capability of the hybrid model in
recognizing true instances of a threat, thereby reducing the effort on network administrators since the
number of false alerts to be investigated is seriously reduced. It tested the proposed IDS for memory
usage and energy efficiency during scalability tests across networks that range from 100 to 2000
devices.
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e  Memory Usage: The model maintained a low memory footprint. For small networks, it was
averaging 45 MB, and for very large networks, 85 MB; this was supported by feature reduction.

e  Energy Efficiency: Energy consumption was measured at 0.15 Wh for small networks, rising to
0.5 Wh for large networks, demonstrating minimal impact on resource-constrained devices.
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Fig. 12. Confusion matrices for four attack types using the hybrid IDS

The comparison of the suggested Hybrid SVM-GA model and other widely used intrusion
detection models, including Deep Neural Networks (DNNs), Ensemble Methods, and Federated
Learning, is presented in Fig. 13. The chart brings out the performance of the two models in each of
the important measures, such as Accuracy, Precision, Recall, and F1-Score. As can be seen, the
Hybrid SVM-GA model also performs better in both accuracy (98.79%) and recall (98.42%), which
is due to its higher capacity to detect intrusions in loT networks correctly. It is worth mentioning that
the model has one of the lowest false positive rates (1.5%), which is crucial to reducing the use of
resources in real-time [oT settings. On the contrary, unlike Lisp machines, although DNNs are highly
accurate (98.5%), they consume much more memory and cannot be implemented on resource-
constrained systems. The Ensemble and Federated Learning models are also good performers, but
not as efficient and adaptable as the Hybrid SVM-GA, especially when dealing with large networks
of IoT. The given comparison highlights the benefits of the Hybrid SVM-GA model regarding the
detection accuracy and the feasibility of its operation in the loT-specific environments.

6. Discussion

This work presents a hybrid IDS based on SVM and GA, which is much faster in network
intrusion detection in IoT contexts compared to conventional models. The biggest contribution is that
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with the use of GA, the reduction of features to 7, out of 41 features, leads to the least expenditure
on computation, and the highest detection was achieved. The model has accuracy, precision, recall,
and F1-score at 98.79, 97.36, 98.42 and 96.67, respectively, thus proving that it is highly robust in
recognizing various attacks. It has a low false-positive rate of 1.5, meaning that there will be fewer
unwarranted alerts, which is important in the real world to maximize resource utilization, as
demonstrated in Table 9. The IDS is specifically well-integrated to run in the IoT security systems
at the edge/mog layer, where light processing is required. It can also run effectively on the Raspberry
Pi or ARM nodes due to its small memory footprint (45-85 MB); hence it can detect near real-time
without importing the data to the cloud, which provides privacy and decreases the latency. Moreover,
the system is scalable and can support up to 2000 devices with reasonable detection times, even when
it is deployed at a larger scale. Using GA to both select features and optimize hyperparameters
enables the model to be less complex and still demonstrate high performance, and can identify more
complex forms of attack, such as U2R and R2L. This hybrid model is more accurate and
computationally efficient than other IDS methods, such as those based on PSO or conventional SVM.
Finally, the hybrid SVM-GA IDS provides a high detection and low computation cost solution to
securing the IoT networks. It is conducive to resource-challenged environments. Future directions
may include the testing of the model using additional datasets related to the IoT and the deep learning
methods to deal with new attack tactics.
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Fig. 13. Performance comparison of GA-SVM Hybrid and DNN models

In the detailed analysis of the 1.5% false-positive rate, most cases derived from traffic patterns
that resembled attack behavior, such as high-frequency connections or unusual data sizes. This
number could translate into about 30 false alerts per cycle for 2000 devices in large IoT networks.
This research tested two aspects of this IDS, its practicality towards real-time applications using
simulated real-time IoT traffic. The detection times remained consistent, with an average of 120 ms
for small networks (100 devices) and 250 ms for large networks (2000 devices). Resource utilization,
too, proved to remain efficient, with CPU usage fluctuating between 25% and 85% on size-based
categories. These results confirm the model's ability to operate effectively in real-time, ensuring
timely threat detection without overburdening device resources. These advancements lead to superior
performance, accuracy up to 98.79%, a false-positive rate at 1.5%, and efficient utilization of
computational resources for practical real-time loT applications-an often-neglected issue in the
related previous studies. In order to have a sound evaluation, we compared our hybrid SVM-GA
model with various baseline methods in recent literature. Some of them are machine learning-based
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models like Random Forest, Logistic Regression, and DNNs, and optimization-based methods like
SVM + PSO. Table 9 results show that our model obtains a better accuracy (98.79%) and a smaller
false positive rate (1.5%) than these baselines, confirming the validity of our dual optimization
strategy. This empirical analysis indicates the benefit of combining both feature selection and
hyperparameter search with Genetic Algorithms, rather than utilizing static or sub-optimized
systems. Furthermore, we included an entropy-based IDS that uses Shannon entropy and a fixed
threshold to detect anomalies in network traffic. While computationally lightweight, its detection
capability was notably lower (accuracy of 91.45%) compared to our hybrid model, as presented in
the previous Table 9.

Table 9. Comparative performance of the hybrid SVM—-GA model against previous IDS approaches

False Positive

Stud Approach Accuracy Precision Recall

y pPp Yy Rate

[56] SVM + Feature Selection 96.5% 95.2% 94.8% 2.5%
[66] Random Forest + GA 97.3% 96.5% 96.0% 2.1%
[67] SVM + PSO 98.0% 97.1% 97.0% 1.8%
[68] Deep Neural Networks 98.5% 96.9% 98.09% 1.6%
[69] Ensemble (XGBoost + RF) 97.6% 97.8% 98.1% 1.7%
[70] CNN + LSTM 97.4% 96.2% 97.4% 1.6%
[71] Entropy-Based IDS (Shannon Entropy + g} 450, 899709, 90.34% 6.3%

Thresholding)
Proposed SVM + GA (Hybrid IDS) 98.79% 97.36%  98.42% 1.5%

Finally, in the proposed setting, feature selection proved highly efficient, reducing the feature
set from 41 to 7 while maintaining a detection accuracy of 98.79% and a false positive rate of 1.5%.
Overfitting was effectively mitigated, as evidenced by consistent performance across training and
validation datasets. The hybrid SVM—GA model directly addresses critical challenges of scalability
and adaptability in heterogeneous IoT environments, outperforming optimization-based and
ensemble methods. Compared with existing approaches such as deep learning, federated learning,
and ensemble architectures, the model achieves superior detection accuracy, reduced false positives,
and improved computational efficiency, making it well-suited for resource-constrained loT-edge
networks. The strength of the approach lies in the complementary roles of its components: SVM
provides robust classification in high-dimensional, sparse feature spaces, enabling precise detection
of complex attack patterns, while GA performs effective feature selection and hyperparameter
tuning, reducing model complexity and enhancing generalization. This synergy delivers an optimal
balance between accuracy and efficiency, ensuring practical real-time deployment in dynamic and
resource-limited loT applications.

7. Conclusion

This paper proposed a hybrid IDS to secure loT networks using SVM with GA. The combined
feature selection optimization and hyperparameter optimization are found to significantly improve
the detection accuracy and efficiency. Through the application of GA to reduce the number of
features discussed in 41 to 7, the model balances high performance with low computational cost,
which is suitable in resource-constrained IoTs. The model represented 98.79% accuracy, 97.36%
precision, 98.42% recall, and 96.67% F1-score, which demonstrates its strength in finding various
types of attacks, such as U2R and R2L. The false positive rate of the model is low at 1.5, and
therefore, the model can be implemented in the real world without overwhelming the system. It is
also scalable to large networks and can support up to 2000 devices with a detection time of 120 ms
and 65% CPU utilization, which is more efficient than deep learning-based models, which demand
more computing power. This model is very efficient, mainly because its feature selection process is
based on GA, which reduces the overhead and yet the detection accuracy is high. Future research
might investigate the inclusion of deep learning methods, e.g. CNN or RNN, to address more
sophisticated patterns of attack. Also, it is possible to re-test the model on new loT-specific datasets,
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such as Bot-IoT, ToN-IoT, or MQTT-IoT-IDS2020, to determine how well it fits the contemporary
network traffic and threats of the IoT.
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