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Unmanned Aerial Vehicles (UAVs) deployed in 5G-powered Internet of
Drones (IoD) systems need secure authentication solutions, that can achieve a
high level of security assurance yet would not impose an excessive overhead
on the onboard energy consumption. This work introduces EA-UAP, a
software-engineered adaptive and energy-aware authentication mechanism
suitable for 5G-connected UAV environments. The research input is a
dynamic adaptive scheduling mechanism from full authentication, fast
re-authentication and session extension modes with the consideration of two
context mitigation parameters, Security Risk Level (SRL) and Energy Stress
Level (ESL). EA-UAP couples hardware-based PUFs with a modular and
layered software architecture, focusing on maintainability and deployability.
Formal security verification formally secures against replay, impersonation
and man-in-the-middle attacks using Mao—Boyd logic in conjunction with the
Scyther tool. The protocol is realized on a Raspberry Pi 4 testbed to verify
practical performance. Experimental results demonstrate that EA-UAP can
save about 27% of authentication energy costs and 15-20% of end-to-end
latency than the baseline UAP, with strong security properties remained.
The numerical results indicate that EA-UAP is an efficient and realizable ap-
proach for the secure and energy-efficient authentication in 5G UAV networks.

© 2025 The Authors.
Published by Association for Scientific Computing Electrical and Engineering.
This is an open access article under the CC-BY-SA license.

1. Introduction

The recent rise of Unmanned Aerial Vehicles (UAVs) has transformed the way, it used wireless
communication networks, as they can be used for low-cost aerial surveillance, environmental mon-

itoring and emergency response [1]—[4].

By incorporating 5G communication, UAVs provide low

42 https://dx.doi.org/10.31763/ijrcs.v6i1.2438

© jjrcs@ascee.org


http://pubs2.ascee.org/index.php/ijrcs
http://creativecommons.org/licenses/by-sa/4.0/
https://dx.doi.org/10.31763/ijrcs.v6i1.2438
mailto:ijrcs@ascee.org

578 International Journal of Robotics and Control Systems ISSN 2775-2658
Vol. 6, No. 1, 2026, pp. 577-608

latency, high throughput and ultra-reliable communications enabling the Internet of Drones (IoD):
a scalable aerial network for real-time sensing and data dissemination [5]—[7]. In such 5G and IoT
based UAV enhanced communication systems, efficient and reliable authentication as well as secure
message transfer are essential to avoid unauthorized access, message alteration and network disrup-
tion [8]-[10]. Nevertheless, providing secure communications in UAV networks is a challenging task
because of their mobility, dynamic topology structure and limited energy capacity [11]-[13].

Traditional cryptographic methods, including RSA and ECC, offer high level of confidentiality
and authenticity protection with substantial overhead for computation and communication, which are
not feasible for lightweight UAV nodes [14]-[16]. In addition, in the relay-centric UAV communi-
cation, there is that because the re-authentication between mission UAVs and ground stations (GS)
frequently occurs, energy will be heavily consumed, and latency will have [17], [18]. Because of
the battery limitations of UAVs, repeating cryptographic calculations and message exchange multiple
times can lead to a great reduction in mission time [19], [20]. Therefore, an energy-aware authenti-
cation scheme that can dynamically adjust its security to the risk environment and UAV’s operating
context is urgently required without loss of its security strength [21], [22].

Recent research efforts, including PCAP [23], TCALAS [24], and UAP [25], have proposed
lightweight and privacy-preserving authentication mechanisms for UAV or IoD networks. PCAP em-
ploys chaos and PUF-derived credentials for energy—efficient UAV—ground communication, TCALAS
uses ECC-based mutual authentication to provide secure yet anonymous and traceable ability [26]—
[28]. The UAP protocol utilizes temporary pseudonyms and PUF responses to achieve mutual authen-
tication among the UAV relay nodes [29], [30]. However, they have a similarity: they execute static
or periodical full-scale authentication without considering mission stability, mobility habits, and the
amount of remaining energy [31], [32]. The inflexible architecture may cause duplicated operations
and unnecessary power consumption, impairing the burden on a mission-oriented UAV [33]-[35].

However, the majority of current lightweight techniques are based on static or periodically forced
re-authentication schemes that require attacking full authentication irrespective of mission continuity,
surroundings and residual energy levels. These static schemes do not utilize contextual information
resulting in unnecessary cryptographic operations, overhead energy as well as increased round times.
However, adaptive authentication scheduling that automatically changes the level of authentication
vigilance according to real-time security risk and energy state has not been sufficiently explored for
the UAV-assisted 5G systems.

To fill this gap, we carry out the work from a software perspective and propose EA-UAP, an Soft-
ware body adaptive/energy-aware authentication protocol in 5G-oriented UAV networks. EA-UAP
adds two context-aware parameters namely SRL (Security Risk Level) and ESL (Energy Stress level)
to drive the dynamic selection of authentication modes. Depending on the mission environment, our
protocol adaptively transforms between full authentication, fast re-authentication and session exten-
sion without useless re-computing of cryptographic operations but still maintaining strong security
properties.

From software engineering perspective, EA-UAP is implemented as a well-designed modular
and layered authentication framework which concerns that maintainability, scalability and practical
deployability. The protocol implementation is inspired by the best-known software engineering tech-
niques, and the program quality metrics on in average time integration within UAV types. The research
novelty of the presented work can be concluded based on three sides:

* A proposal of an adaptive authentication scheduling mechanism that is energy-aware driven by
Security Risk Level (SRL) and Energy Stress Level (ESL);

* theincorporation of hardware-based trust using Physical Unclonable Functions (PUFs) in a software-
designed, modular authentication structure; and

e thorough validation of the protocol in terms of provable security, real hardware-based implemen-
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tation and quantitative software engineering metrics.

The remainder of this paper is organized as follows. Section 2 reviews the related works. Section 3
presents the system and attack models. Section 4 formulates the problem and defines the optimization
objective. Section 5 introduces the proposed EA-UAP framework and its operational phases. Section 6
discusses the formal and informal security analysis, and Section 7 provides the performance evaluation.
Finally, Section 8 concludes the paper with future research directions.

2. Related Works

Recent advances in UAV communication security have resulted in a variety of lightweight au-
thentication designs to cater to the novelties associated with dynamic and energy-strained aerial net-
works [36]—[44]. This section survives the relevant state-of-the- art protocols and their limitations
which lead to the design of the proposed EA-UAP framework.

2.1. PUF-Based Authentication Schemes

Physical Unclonable Functions (PUFs) have gained significant attention for lightweight and hard-
ware anchored authentication in UAV and IoT systems [45]-[51]. Pu et al. [23] proposed the PUF and
Chaos-based Authentication Protocol (PCAP), which leverages chaotic sequences and PUF-derived
responses to provide secure UAV-to-ground communication.

PCAP, however, suffers from the issues of losing support for multi-UAV relay communication
and energy constraints. Furthermore, it carries out full authentication in all sessions, leading to ad-
ditional energy consumption in static mission situations. Mall et al. [52] reviews AKA protocols,
focusing on PUF based solutions for IoT, WSNs and SG. It categorizes existing methods, discusses
the strengths and limitations of different schemes, talks over deployment issues and how they can be
dealt, provides comparative performance/security in varying application domains. Zheng et al. [53]
proposed a lightweight PUF-based mutual authentication and key exchange protocol for peer-peer IoT
communication.

It supports resource-constrained devices for direct authentication, and does not involve CRPS
storage or public key cryptography. De et al. [54] presented the first fog-enabled IoT PUF-based
mutual authentication protocol achieving anonymity, unlinkability and perfect forward secrecy. It
self-authenticates devices without requiring user intervention, is immune to key-leakage and synchro-
nization attacks, and uses only symmetric cryptography for strong security with low energy costs.
Manivannan et al. [55] proposed a lightweight PUF-based AKA protocol for clustered IoT networks.

By utilizing a Fuzzy Extractor for key binding and ECDH for forward security, it allows for
secured session key generation without using raw PUF values. Liu et al. [25] introduced the UAP
protocol, a PUF-based authentication mechanism designed specifically for UAV relay networks. UAP
ensures secure key establishment among mission UAVs, relay UAVs, and ground stations using dynamic
identifiers and multi-entity PUF verification. Although UAP provides strong security and anonymity
guarantees, it does not incorporate any adaptive or energy-efficient re-authentication strategy. Each
authentication round involves multiple PUF evaluations and hash computations, which are costly for
battery-constrained UAVs.

2.2. ECC- and Pairing-Based Authentication Schemes

Elliptic Curve Cryptography (ECC) and bilinear pairings have been widely used to enhance au-
thentication in wireless vehicular and UAV networks [56]—[64]. Srinivas et al. [24] proposed the
Traceable Certificateless Authentication Scheme (TCALAS), which provides mutual authentication,
traceability, and anonymity for UAVs. Despite its strong cryptographic guarantees, TCALAS incurs
high computational cost due to ECC point multiplication and bilinear pairing operations, making it
unsuitable for UAVs with limited processing capabilities. Bhaskar et al. [65] conducted a comprehen-
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sive comparative analysis of 23 ciphertext-policy attribute-based encryption (CP-ABE) schemes—12
pairing-free and 11 pairing-based—for resource-constrained environments. Shohaimay et al. [66] pre-
sented an enhanced ECC-based remote authentication scheme with session key agreement to overcome
drawbacks on inefficiency and insider attack in previous schemes.

2.3. Energy-Efficient and Adaptive Authentication Approaches

Energy-aware authentication is an emerging topic in IoT and UAV research [67]-[70]. Few studies
have explored adaptive re-authentication mechanisms that adjust based on system context [71]-[76].
Phalaagae et al. [77] suggested the randomised bi-phase authentication scheme (RBAS) to improve
secure in IoT sensor network with mash-up of digital water marking and CRC- based authentication.
Khashan et al. [78] proposed a dynamic cryptographic construction for IoT networks that not only
conserves power but also provides high level of security. Through the adjustment of the encryption
parameters compared to energy and communication distance between devices, it improves efficiency.
Nkenyereye et al. [79] presented a lightweight authentication protocol for smart grids; the so-called
LAP-SG which is targeted to resource-constrained smart meter. It reduces computation, communica-
tion and storage overheads at a very small extent while guarantees secureness of the protocol under
attack as modeled by AVISPA and ProVerif. Ara et al. [80] proposed an energy efficient IoT based
smart farming model with K-means Clustering and Adaptive Mud Ring Optimization for optimum
routing.

Apart from the authentication, network-layer anomaly detection enhances security of UAVs. For
example, Hajjouz and Avksentieva [81] proposed an improved CatBoost-based intrusion detection sys-
tem for fine-grained classification of the DoS/DDoS attacks. This machine learning-driven intrusion
detection system could collocate itself with the EA-UAP’s authentication layer and develop a defense-
in-depth pipeline that combines identity verification of EA-UAP and behavioral anomaly analysis. As
summarized in Table 1, existing schemes primarily emphasize either strong cryptographic guarantees
or energy efficiency, but not both simultaneously. EA-UAP is the only design that integrates an adap-
tive re-authentication scheme. which dynamically switches between different authentication modes
based on the Security Risk Level (SRL) and Energy Stress Level (ESL), but maintains hardware-level
trust with PUFs. The above two aspects complement each other and connect the between energy
optimization and secure communication in 5G-based UAV relay systems.

Table 1. Comparative summary of existing UAV authentication protocols

Scheme Authentication Cryptographic Avg. Latency EnergyUs- Adaptivity Hardware

Type Primitive (ms) age Binding
PCAP [23]  Mutual PUF + Chaotic Sys- 0.0616 High None Yes

tem

TCALAS [24] Traceable CL ECC + Pairing 1.5278 Very High None No
UAP [25] Mutual PUF + Hash 0.1234 Moderate None Yes
EA-UAP Adaptive (Full PUF + Hash + MAC  0.1040 Low SRL/ESL- Yes

/ Fast / Exten- Based

sion)

As summarized in Table 1, existing schemes primarily emphasize either strong cryptographic
guarantees or energy efficiency, but not both simultaneously. EA-UAP is the only design that inte-
grates an adaptive re-authentication scheme. which dynamically switches between different authenti-
cation modes based on the Security Risk Level (SRL) and Energy Stress Level (ESL), but maintains
hardware-level trust with PUFs. The above two aspects complement each other and connect the be-
tween energy optimization and secure communication in 5G-based UAV relay systems.

Sari Ali Sari (EA-UAP: A Software Engineering Perspective on an Energy-Aware Adaptive Authentication Protocol for
5G-Enabled UAV Systems)



ISSN 2775-2658 International Journal of Robotics and Control Systems 581
Vol. 6, No. 1, 2026, pp. 577-608

2.4. Research Gap and Novelty of EA-UAP

From the above discussion, one can see that existing authentication schemes may be powerful
with strong cryptographic functions or even lightweight operation but seldom take into account adap-
tive scheduling towards real time mission dynamics and energy status. Specifically, no prior solution
features hardware-anchored PUF-based trust, energy-aware adaptive authentication and a software-
constructed architecture in one unified system developed for UAV relay networks.

The EA-UAP protocol fills the above gap by designing a context-aware authentication scheduling
based on Security Risk Level (SRL) and Energy Stress Level (ESL). Unlike static and lightweight
schemes, EA-UAP can adaptively change authentication intensity to a proper balance between security
robustness, reducing its energy consumption and it is also based on software-designed which means
its maintainability, scalability, as well as the practical deploy-ability for 5G-based UAV scenarios.

3. System and Attack Model

This section describes the system model, network assumptions and the adversarial capabilities
that have been taken into account for designing EA-UAP protocol. Specifically, the system model
elucidates how UAVs interact in a 5G-based Internet of Drones (IoD); the attack model and security
objectives identify threats and protection goals that EA-UAP need to accomplish.

3.1. System Model

The proposed system model, illustrated in Fig. 1, comprises three major entities that cooperate to
ensure secure communication and authentication in a UAV-assisted relay environment:

((( Ground Statnon

' Relay UAV (U,)
= S FY Mission UAV (U,)
- ‘ 3 & L
5 Ly~ <R i

BN © Mission UAV (U,)
» Coverage Extension and )) * Out-of-Range UAV Operatlve
Authentication Relay

\
Full Fast Session

\Authenﬂcat‘\on R&Amhenmaﬁon Extenslon <
B S
*--------- «
@ Ground Station (GS) €) Mission UAV (U))
Control Center Out-of-Range UAV Operative

ﬂ -------- Secure Wireless Communication

Fig. 1. System model of EA-UAP scheme

1. Ground Station (GS): The GS is the controller and coordinator of the IoD. It stores the local PUF
response and temporary ID of each UAV [82]—[84]. GS is fully trusted and powerful in terms of
both computation and storage. It triggers registration and deployment phases, as well as takes
part in the initial authentication procedure [85]—[87].

2. Relay UAV (Uj): The relay UAV assists the GS by extending communication coverage to re-
gions where direct 5G connectivity is unavailable. It facilitates authentication and key exchange
between the mission UAV (U;) and GS [88], [89]. Here the relay UAV acts as an intermediate
verifier and message forwarding that ensures to establish a secure communication link with both
sides [90]-[92].
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3. Mission UAV (U;): The mission UAV flies outside the direct communication range of GS and
thus solely depends on its relaying UAV for secure communications [93]-[95]. It applies in-BS
PUF hardware for producing challenge-response pairs and performs mutual authentication and
energy-efficient re-authentication [96]-[99].

All entities are equipped with cryptographic primitives such as secure hash functions A(-) and
Message Authentication Codes (MACs), and each UAV contains a unique PUF device that provides
an unclonable hardware identity. Communications among all entities occur over an insecure wireless
channel supported by a 5G backbone network.

3.2. Security Objectives

We list the security goals of EA-UAP as follows under these system and attack models.

*  Authentication: The GS, the relay UAV and the mission-UAV must authenticate each other before
any data exchanges.

*  Confidential Session Keys: Give rise to new session keys known only to the legitimate entities.
Forward and Backward Secrecy: No compromise of session keys in the past or future even if
present key is divulged.

e Defense against Reply and Impersonation Attacks: It ensures message freshness to prevent unau-
thorized nodes from joining the network.

¢  Anonymity and Untraceability: UAVs Protocol, all UAVs use a pseudonym to transmit those mes-
sages.

*  Energy-Aware Resiliency: No energy drain due to multiple redundant re-authentication via exist-
ing onthe-fly load balancing capabilities.

All this is headed at providing secure and power efficient communication in 5G based ad-hoc
UAV relay networks.

3.3. Software Architecture View of EA-UAP

As a software engineering view, the EA-UAP protocol is implemented with layered and pluggable
software structure that separates communication from authentication from data management. Such an
architecture is conducive to the scalability, maintainability and extensibility of IoT heterogeneous UAV
systems in 5G-enabled Internet of Drones (IoD) scenarios.

3.3.1. Layered Architecture

Interfaces with the UAVs’ control components and 5G radio access network. It offers the APIs to
configure missions, update real-time context and check the status of authentication and performance
metrics.

*  Service Layer: Enforces the Adaptive Authentication Engine, comprising:

— PUFHandler: it is responsible for the generation and verification of challenges, responses
based on PUF;

— AuthManager: it manages the flow of Authentication messages, and enforces the protocol
discipline;

—  ContextMonitor: periodically checks the Security Risk Level (SRL) and Energy Stress Level
(ESL);

—  EnergyManager: estimates energy consumption of authentication and invokes adaptive au-
thentication mode selection.

* Data Layer: Secure store for sensitive information, PUF reference, temporary identifiers, session
keys, scope of the secure environment. Cryptographic primitives (security hash functions and
message authentication codes) are bundled as reusable service components to enhance security
isolation and maintainability.
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3.3.2. Design Patterns and Modularity

EA-UAP includes several well-known structures in order to maximize modularity and maintain-
ability. The Strategy Pattern adaptively changes the authentication strategies (Full, Fast or Session-
Extension) on-the-fly based on real-time estimations of Security Risk Level (SRL) and Energy Stress
Level (ESL). This fabulous dynamic approach is achieved without changing the infrastructure, and it
allows UAVs to adjust the authentication strength. Observing the telemetry and environmental vari-
ables gives context to if re-authentication is activated. In addition, the Singleton Pattern provides
centralized management of configuration and a uniform interface to encryption algorithms in different
parts of the software. The flexible behavior, reduced inter-module coupling and improved maintain-
ability of the continuous operation and software upgrade of EA-UAP are obtained by these combined
patterns.

3.3.3. Deployment Model

The EA-UAP modules can be deployed as microservices within a containerized UAV software
stack or as independent processes on embedded controllers. Each service (AuthService, ContextSer-
vice, EnergyService) communicates through lightweight REST or MQTT APISs, supporting distributed
deployment, scalability, and DevSecOps integration for continuous maintenance and testing.

3.4. Attack Model

The security analysis of EA-UAP is based on the hybrid threat model that combines Dolev—
Yao and Canetti-Krawczyk models in the context of both classical and session-based assumptions for
wireless networks. The eavesdropping adversary can listen to, intercept, tamper with, inject or reissue
any message transmitted in insecure channels. Furthermore, impersonation attacks are possible by
creating forged identifiers or fake messages. A small number of UAVs may be seized physically, but
due to the inherent randomness of the PUF structure it is impossible to extract and clone inner secrets
from these confiscated components. The attacker is able to even recover the session keys of past
sessions while, in the absence of the correct secret key, no plaintext data can be obtained from given
ciphertext if it assumed secure one-way hash and MAC functions. Time shenanigans are ruled out as
the procedure hangs its hat upon NONCE-based freshness rather than time sync. In this environment
EA-UAP is resilient against message replay, impersonation and session-state disclosure attacks.

3.5. Security Goals

EA-UAP is intended to satisfy the full scope of security requirements applicable for 5G-based
UAV Networks. The protocol delivers mutual authentication for mission UAYV, the relay UAV and the
ground station by which each entity can authenticate another before exchanging data. A new session
key is produced for each and every authentication session, so the subsequent communication’s con-
fidentiality and integrity are ensured. The protocol hides true identities behind temporary identifiers
used for anonymity and deniability, and also provides forward (and backward) secrecy to prevent past
and future sessions from being compromised. Resilience to classical network attacks—replay, imper-
sonation and man-in-the-middle attacks—is still a design requirement. Last, the adaptive energy-aware
logic is capable of maintaining security robustness without doing redundant heavy computations which
provides both robustness and efficiency in dynamic mission spaces.

4. Motivation and Problem Formulation

In UAV supported 5G-enabled Internet of Drones (IoD) networks, authentication is indispensable
to guarantee the verification and confidentiality in the communication between mission UAVs, relay
UAVs, and ground stations. UAVs are, however, energy-limited devices with limited-capacity batteries.
Complex authentication and cryptographic operations at regular intervals are computationally inten-
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sive, draining mission endurance. This section motivates and presents the problem in mathematical
terms of the energy-aware authentication.

4.1. Motivation

The current UAP protocol supports strong mutual authentication and generates forward security,
but the overall authentication is activated for main communication session in which UAVs are perform-
ing missions in the stable or low threat area. This static manner has a direct impact on the intrusion
detection process, causing excessive computational and power consumptions which reduces battery
lifetime.

On some long-endurance missions, UAVs need to implement continuous authentication with
ground station or other relay nodes to ensure the integrity of the link. However, each authentication
process is still based on PUF evaluations, hash computation and message exchange, so they remain
complicated. Hence, the repeated application of such heavyweight cryptographic primitives results in

* Increased power consumption: Performing the complete authentication cycle several times im-
poses complexity and cost in terms of expensive physical uncloneable functions (PUFs) and hash
operations, that are executed from the UAV’s limited battery.

¢ Limited mission endurance: More re-authentication leads to shorter lifetime for the UAVs, and
potentially mission interruption.

e Overhead: Consistent full authentication adds end-to-end delay, which is not desirable for real-
time UAV operations such as surveillance, target tracking and emergency response.

Hence, it is important for an efficient security-aware scheme to adaptively determine the strength
of authentication considering mission activity and remaining energy in order to balance between ro-
bustness of security against attacks and effective management of energy. The EA-UAP protocol over-
comes this challenge by incorporating adaptive authentication scheduling technique which selects the
full, fast or session extension authentication based on the privacy risk and power conditions of UAV.

4.2. Problem Definition

Let the total energy consumed by UAV U; for authentication during a mission period 1" be defined as:
Erotal = Ecomp + Ecomm, (D

Where FEcomp represents the computation energy consumed for PUF generation, hashing, and key
derivation, and Eomm denotes the transmission and reception energy used for message exchanges
with U; and GS.

In the original UAP, each authentication cycle executes the complete protocol, thus: Eyap =
Nauth X (Eiggp + E{ggm), where Ny is the number of authentication sessions per mission, and
(Egglr}lp, EMI ) are the energy costs for a single full authentication round.

In contrast, EA-UAP introduces adaptive authentication modes based on real-time evaluation of
the Security Risk Level (SRL) and the Energy Stress Level (ESL). Each mode incurs a different energy

cost:
Egavap =n f(Efomp+

Eémem)

+nS(E§0mp + Egomm)

+ne(Egomp + Eomm)

comp comm

(@)

Where ny, ns, and n. denote the number of sessions executed in Full, Fast, and Session Extension

modes, respectively. chomp and chomm correspond to the full authentication energy cost. E? d

comp an
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Eomm correspond to the fast re-authentication cost (lightweight MAC and nonce exchange). Eg,,
and ES . correspond to the session extension cost (local subkey derivation only). The energy ratio
among the three modes satisfies:

ES o < Eonn < EL Efomm < E3

f
comp comp comp> comm comm < Ecomm . (3)

4.3. Optimization Objective

The main goal of EA-UAP is to minimize the total authentication energy while maintaining a
predefined level of security. The optimization problem can be expressed as:

min  Fga.uap

nfMs,Ne

s.t.  SEA-UAP > Smins “4)
ng + ng +ne = Nautha

nfyNs, Ne 2 O)

Where Sga.uap denotes the achieved cumulative security level and Sy, is the minimum acceptable
security threshold required by the mission. The security level Sga.uap is a weighted combination of
the three modes:

Sea-uAP = Sy + asSs + @eSe, )

Where oy, a, a are mode utilization ratios and Sy > Ss > S, denote the individual security
strengths for Full, Fast, and Session Extension modes, respectively.

4.4. Optimization Objective and Research Design

The optimization in Eq. (4) minimizes the total authentication energy Ega-uap subject to the
constraint Sga.uap > Smin, €nsuring that the achieved security level never falls below the mission
requirement. In real deployments, the decision variables (nf,n,,n.) correspond to the number of
Full, Fast, and Session-Extension authentications executed during a mission 7. The problem is thus to
determine the optimal distribution of these modes that minimizes energy consumption while satisfying
the minimum cumulative security level Spiy.

Threshold Determination: The thresholds for the Security Risk Level (6;isx) and Energy Stress
Level (fenergy) are derived empirically during pre-deployment calibration. A series of flight simula-
tions and short test missions are conducted to correlate mission success probability with varying risk
and energy conditions. The typical calibrated values are 6,5x = 0.6 and Oepergy = 0.5, which ensure at
least a 90% mission-completion rate while reducing energy overhead by about 25%. These thresholds
can also be dynamically adjusted through an adaptive learning layer in future implementations.

Decision Algorithm for Mode Selection: The adaptive scheduling process that determines which
authentication mode to execute is outlined in Algorithm 1. It uses the current SRL and ESL values
computed from Egs. (6)—(7) to select the most appropriate authentication intensity.

This decision mechanism offers a theoretical basis for the empirical behavior of EA-UAP. It guar-
antees that security-critical operations are promoted to full authentication without delay as mission
criticality grows, and low-risk or energy-starved states adopt a reduced re-authentication mechanism
(or session prolongation), therefore striking an appropriate balance between efficiency and robustness.

Given the mission duration 7', UAV residual energy F\., and varying security risk level SRL(¢),
the optimization problem of EA-UAP can be formally stated as follows: Find the optimal adaptive
authentication scheduling strategy that minimizes total authentication energy consumption Ega-yap
while satisfying the mission’s minimum security requirement Sy, by dynamically selecting the au-
thentication mode based on SRL and ESL values.
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Algorithm 1: SRL/ESL-based adaptive authentication decision logic

1: Compute SRL and ESL from mission telemetry data.

2: if SRL > 0,k then

3:  Execute Full Authentication; update nonces, identifiers, and PUF responses.

4: else if SRL < 05 and ESL < Ocperey then

5:  Execute Fast Re-Authentication; perform lightweight MAC exchange without new PUF
evaluation.

else
Execute Session-Extension; derive sub-session key using KDF from the previous key.

end if

Update energy and risk logs; repeat at next re-authentication trigger.

A A

This formulation forms the foundation of the proposed Energy-Aware Adaptive Authentication
Scheduling (EAAS) mechanism presented in Section 5.4, enabling UAVs to sustain long missions
while preserving robust security and communication integrity.

5. The Proposed EA-UAP Protocol

The proposed scheme, named Energy-Aware UAV-Assisted Authentication Protocol (EA-UAP),
aims at providing secure authentication mechanism with energy-efficient and adaptability characteris-
tics for UAV relay communications in 5G-based IoD networks. The proposed scheme combines PUFs
and an energy-aware adaptive decision model to dynamically trade off the authentication strength
against power consumption. Contrary to traditional methods that carry out repeated full-scale authen-
tication no matter the network condition or task risk, EA-UAP applys context-aware manner where
the ideal mode of authentication is chosen based on how the UAVs operate at current time.

As illustrated in Fig. 2, the EA-UAP framework consists of three primary entities: (i) the Ground
Station (GS), responsible for initialization and centralized registration; (ii) the Mission UAV (U,),
which operates outside the GS coverage zone; and (iii) the Relay UAV (U;), which bridges the com-
munication link between U; and the GS. The framework operates in four coordinated phases: (1) the
UAV Registration Phase, where each UAV securely registers its PUF challenge—response pair with
the GS; (2) the UAV Deployment Phase, where identifiers and relay parameters are distributed; (3)
the Initial Authentication and Session Key Establishment Phase, where mutual authentication and
key generation occur among all entities; and (4) the Adaptive Session Maintenance Phase, where the
protocol intelligently adjusts authentication intensity based on mission risk and residual energy.

Such hybrid design allows the dependable communication of dynamic UAV networks in the cel-
lular remote regions. By incorporating adaptive energy management into the authentication, EA-UAP
alleviates computational overhead, communication latency as well as UAV mission duration yet re-
taining crucial security features such as mutual authentication, anonymity, forward secrecy and replay
resistance.

5.1. Phase 1: UAV Registration Phase

Prior to deployment, each UAYV is registered at Ground Station (GS), in order to generate the
unique identity and therefore PUF response. This phase guarantees each to be initialized and bound
securely to one unique unclonable hardware fingerprint, by which unauthorized UAVs are obstructed
from entering the network. The registration occurs over a trusted out-of-band (OoB) channel such as
wired or short range encrypted link.

1. The mission UAV U, selects an initial challenge C; and applies it to its embedded PUF to generate
a unique response: R; = PUF;(C;). The challenge-response pair (C;, R;) uniquely represents
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Fig. 2. The proposed EA-UAP protocol

2. U; transmits the response R; to the ground station GS via a secure channel. Since this is a
pre-deployment process, it is assumed the communication link to be trusted.

3. Upon receiving R;, GS assigns a permanent identifier GI D to itself and generates a temporary
pseudonymous identifier 71 D; for U;. GS sends the pair {GID,TID;} back to U; through the
same secure channel.

4.  After successful registration, both entities store the following information:

» Ujstores {T'ID;,C;, GID} in its secure local memory.
* GSstores {T'ID;, R;} in its protected authentication database.

This process is repeated for each relay UAV U in the network and also allows the ground station to
build a full list of true identities of UAVs with their corresponding PUF-based identity. This registration
mechanism enables every UAV to be linked with a distinct hardware-level unclonable identity, permits
the ground station to authenticate UAVs subsequently by verifying the stored challenge—response pairs
without divulging permanent identifiers, and avoids cloning or emulation of UAVs because its PUF
structure is intrinsically random. From this perspective, the phase sets up a secure connection between
UAVs and the ground station before deploying in missions for ensuring a secure depth that supports all
later authentication and communication phases of EA-UAP protocol.

5.2. Phase 2: UAV Deployment Phase

After the registration period ends, the GS establishes an operational mission for the UAVs and
forwards secret parameters demanded by relay-based communication. The UAV deployment phase
facilitates the network for a cooperative authentication, and guarantees that all the UAVs have appro-
priate identifiers to securely interact during mission time.

*  The ground station assigns the UAVs as mission U; UAVs flying out of direct communication link
with GS and relay U; UAVs that act as a bridge between UAS and GS.

*  Toenable indirect authentication, the GS creates off- TN T'N I D for each relay UAV U; such that
the mission UAV can identify it during authentication.

*  GS can safely share the information about authentication through forwarding 7'N I D ; with remote
UAV mission U; and by disseminating in traits collection {7 D;, R;, TN I Dj} the delegate UAV
relay U; needs for participation in the authentication process.
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*  The mission UAV U; stores {T'1D;, TNID;, GID} locally as soon as it receives its assigned
credentials and the relay UAV Uj stores {T'ID;, R;, TNID;, GID} for cooperative verification
and secure message relaying during upcoming authentication process.

This phase establishes the logical connectivity and trust relationship between the UAVs and the
GS. The introduction of the temporary relay identifier 7'N I D; ensures that:

* U, can authenticate U; without requiring a permanent identifier, enhancing privacy.

e Uj can verify the authenticity of messages originating from U; using its locally stored PUF re-
sponse R;.

e  The GS maintains indirect supervision over all communication links through the relay.
Consequently, when U; moves outside the GS coverage area, it can still perform mutual authenti-

cation and key establishment with the GS through the trusted relay UAV U, ensuring both connectivity

and energy efficiency in 5G-enabled IoD environments.

5.3. Phase 3: Initial Authentication and Session Key Establishment Phase

In this stage, the mission UAV (Uj;), the relay UAV (U;) and GS exchange data to authenticate
each other and generate symmetric session keys for secure communication. This stage assures that
only honest UAVs are allowed to join the network and all communication links are secure in terms of
secrecy, integrity, and forward secrecy. The procedure consists of a number of messages exchanged
between the three, as shown on Fig. 3. Nonce generation, hash computing and PUF responses in each
step contribute to freshness, authenticity and unhamperability.
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Fig. 3. The process involves a sequence of message exchanges among the three entities

Step 1: U; — U; (Mission UAV initiates authentication)

1. The mission UAV U; computes its unique PUF response: R; = PU F;(C;), and generates a random
nonce N;.
2. Itthen computes two authentication parameters: M;; = N;®h(R;||TID;||TN1D;||GID), M;s =
h(TID;||GID| N;).
3. U; sends the message {T'ID;, GID, M;1, M} to the relay UAV U;.
Upon receiving the message, U; verifies the integrity and freshness of N; by recovering it using
the stored R; and validating M;s.

Step 2: U; — GS (Relay UAV forwards authentication request)
1. U; generates a fresh nonce /N; and computes its PUF response: R; = PUF;(C}).
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2. Itconstructs the following parameters: M1 = N;@h(R;||T1D;||GID||T1D;), Mj» = h(TID;||TID;|Nj).
3. Ujsends {T1D;,TID;, Mj1, Mj2} to the GS for verification.

The GS retrieves R; from its database to recover N; and validates Mj». If valid, GS recognizes
both U; and U as legitimate entities.

Step 3: GS — U; (Ground Station authenticates and responds)

1. The GS generates a random nonce Ny and computes: My = N; @ h(R;||GID||TID;||TID;),
Mgy = Ny & h(R;||GID|TID;||T1D;), My3 = h(GID||TID;||N;||Ng).
2. The GS sends {GID,TID,‘,Mgl,MQQ,Mgg} to Uj.

The relay UAV Uj; extracts N; and N, from the received message using I?; and verifies the
correctness of M3 to ensure integrity and origin authentication.

Step 4: U; — U, (Relay UAV confirms authenticity to mission UAV)

1. U; generates four new parameters using the stored R;: M3 = N; @ h(R;||TNID;||T1D;||GID),
Mjs = N; ® h(R;||TNID,||TID;||GID), M;s = N, & h(R||TNID,||TID;||GID), Mj¢ =
R(TNID;|| GID|N;|N; | N,).

2. Uj transmits {TNID]‘, GID, Mjg, Mj4, Mj5, Mjﬁ} to U;.

U; verifies TN 1D;, validates the recovered [V;, and checks the integrity of Mjg.

Step 5: U; — U, (Mission UAV finalizes mutual authentication)

1. U; generates a new challenge nC; derived from part of N; and computes a new response: nR; =
2. Using recovered N; and Ny, U; computes: M;3 = N; & h(R;||TID;|TNID;||GID), My =
Ny®h(R;|T1D;||TNID;||GID), Mis = nR;®h(R;||TID;||TNID;||GID), Mg = h(N;||Ng||nR;).
U, sends {Mig, My, M;s, Miﬁ} to Uj.
4. U; computes the session keys: SK;; = h((N; ® TNID;)||(N; & TID;)), SKiy = h((N; @
GID)|(Ny & TID;)).
5. U; updates local states: TID; = h(TID;|nR;), TNIDj; = h(I'NIDj||nR;), and replaces
R; + nR;.

»

Step 6: U; — GS (Final verification and key synchronization)

1. U; computes a new response nR; = PUF;(nC};) from a new challenge nC}.

2. It prepares: Mj7 = Ng D h(R]HT[D]HGIDHTIDZ), Mjg =N, P h(RJHTIDJHGID”TIDZ),
BN, | Nl R0 Ry).

3. Uj sends {Mj7, Mjg, Mj97Mj10, Mjll} to GS.

The GS verifies the received values, updates stored responses as I?; <— nRR; and R; < nR;, and
computes: SK; = h((N; & GID)||(Ny ® TID;)), SKig = h((N; ® GID)||(Ny ® T1D;)).
Completion of Authentication

After Step 6, all three entities {U;, U;, GS} have successfully:

*  Authenticated one another through hardware-anchored PUF responses.

*  Established synchronized and fresh session keys {SK;;, SK 4, SKiz}.

e Updated their pseudonymous identifiers and PUF states to preserve anonymity and forward se-
crecy.

This phase forms the baseline for the subsequent Adaptive Session Maintenance Phase introduced
in EA-UAP, where authentication energy is optimized based on mission dynamics and residual power.
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5.4. Phase 4: Adaptive Session Maintenance Phase

The final phase of EA-UAP introduces an Energy-Aware Adaptive Authentication Scheduling
(EAAS) mechanism to minimize energy consumption during long-duration missions while maintain-
ing the required level of communication security. Unlike the original UAP protocol, which executes
a full three-entity authentication for every communication session, EA-UAP dynamically adjusts the
authentication process based on contextual risk and the UAV’s remaining energy level.

The adaptive re-authentication mechanism operates periodically or on-demand when the mission
UAV U; intends to reestablish secure communication with the relay UAV U; or the Ground Station
(GS). Three operation modes are defined: Full Authentication, Fast Re-Authentication, and Session
Extension. The choice among these modes depends on two context-aware parameters: the Security
Risk Level (SRL) and the Energy Stress Level (ESL).

5.4.1. Computation of Decision Parameters

Before initiating a re-authentication session, U; evaluates the environmental dynamics and its
residual energy:
1) Security Risk Level (SRL) The SRL quantifies the current threat and communication dynamics of
the UAV environment:

SRL = w1 Ad + wa At + w3 Aanom + W4 Prission s (6)

Where Ad denotes the relative mobility or distance variation between U; and U, At represents the
elapsed time since the last full authentication, A,,om indicates the anomaly score (e.g., replay attempts,
packet losses, or spoofing signals), Ppission denotes the priority or criticality of the ongoing mission,
and w1, wa, w3, wy are adjustable weight coeflicients. A higher SRL indicates increased risk or higher
mission criticality, which triggers a stronger authentication process. The weights wl,w2,w3,-,w4 are
adjustable parameters and determine what context should be given more priority depending on the task
at hand. For this version, these are selected at system configuration in order to keep computational
overhead acceptable for resource constrained UAV platforms. It should be noted that while the weights
are static, the SRL value itself changes dynamically in real-time depending on dynamic environmental
and mission conditions.

Higher value of the SRL corresponds to increased security risk or mission criticality; thus higher
level of the authentication mechanisms in EA-UAP. The suggested formulation is justly to be unnec-
essarily heavy, and may easily coexist with inevitable extensions that use learning-based or fuzzy
decision mechanisms in order to adaptively optimize our weighting coefficients for different mission
profiles. To demonstrate the practical evaluation of the two parameters, consider the weight vector
(w1, wa, w3, wyq) = (0.35, 0.25, 0.20, 0.20) in Eq. (6).

Assume a moderate change in distance Ad = 0.4, a medium elapsed time since the last authenti-
cation At = (0.5, a low anomaly score Azpom = 0.2, and a mission priority factor Ppission = 0.6. The
resulting Security Risk Level is SRL = 0.35(0.4) + 0.25(0.5) +0.20(0.2) + 0.20(0.6) = 0.42. If the
UAV’s minimum safe energy threshold is Ey,, = 0.30 and the current residual energy is Fr.s = 0.80,
then ESL = % 0.375. Using the decision thresholds 6 = 0.6 and Ocpergy = 0.5, it has
SRL < Ok and ESL < Ocpergy, Which corresponds to the Fast Re-Authentication mode. When
SRL > 0y the UAV switches to Full Authentication, while SRL < 0y and ESL > Ocpergy lead to
the Session-Extension mode. This numeric example clarifies how the adaptive mechanism dynami-
cally maps real-time mission conditions to the appropriate authentication strategy.

2) Energy Stress Level (ESL) The ESL reflects the ratio of minimum required mission energy to the
current residual energy:
Ethr

res

ESL =

(N
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Where Ejy, is the minimum energy threshold to safely complete the mission and return, while E is
the UAV’s remaining battery level. A higher ESL indicates a more critical energy state, necessitating
reduced computational and transmission activities.

5.4.2. Adaptive Decision Logic

Based on SRL and ESL values, U; selects the optimal authentication mode using the following
logic:
1) Case 1: Full Authentication Mode If the UAV detects significant risk or changes in topology:
SRL > 6,5, then a complete three-entity authentication is executed as in Phase 5.3. All nonces,
identifiers, and PUF responses are refreshed, ensuring maximum resistance to impersonation, replay,
and key compromise attacks.
2) Case 2: Fast Re-Authentication Mode If the UAV operates in a stable, low-risk environment
with sufficient energy: SRL < 0« and ESL < 0cpergy, a lightweight two-entity authentication is
performed only between U; and U;. In this case:

*  Both UAVs exchange short challenge—response messages authenticated using the previous session
key SK ij.

*  Only new nonces and Message Authentication Codes (MACs) are computed:
M* = MACsk,;(Ni||Nj).

*  No new PUF response or GS interaction is required, thus significantly reducing computation and
transmission cost.

3) Case 3: Session Extension Mode If the energy is critically low but the communication link remains
stable: SRL < Ok and ESL > Ocpergy, the UAV extends the current session by deriving a sub-
session key from the existing one:

SK], = KDF(SKig|nresh), ®

Where K DF'(-) denotes a one-way Key Derivation Function and ny.g, is a locally generated nonce.
The derived key SK , maintains forward secrecy while eliminating the need for new PUF evaluations
or multi-hop message exchanges. A single authenticated keep-alive message is sent to U; to confirm
continuity.

5.4.3. Security and Energy Advantages

The Adaptive Session Maintenance Phase provides the following benefits:

*  Energy Optimization: Reduces redundant full authentications by 25-30%, extending UAV mis-
sion lifetime.

*  Context-Awareness: Dynamically selects authentication strength based on real-time mobility
and risk indicators.

e Preserved Security: Maintains mutual authentication, freshness, and forward secrecy through
nonce-based MACs or KDF-derived subkeys.

*  Lightweight Implementation: Requires only minimal additional logic and can be integrated into
onboard UAV controllers.

This adaptive phase represents the core innovation of EA-UAP, enabling secure yet energy-efficient
authentication in UAV relay networks under 5G-enabled oD environments. The next section presents
the formal security analysis and performance evaluation of the proposed protocol.

5.5. Phase 5: Software-Driven Implementation and Integration Phase

This stage covers the realisation and system integration of the software engineering-related as-
pects of the proposed EA-UAP protocol. Contrarily to theoretical authentication schemes, EA-UAP
is ready-to-use and directly deployable on low-power-constrained UAV platforms, which offers com-
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patibility with the current 5G-based Internet of Drones (IoD) infrastructures. The first four EA-UAP
stages were devoted to the API operational semantics and this fifth stage is dedicated to the software

realization, in particular, it’s driven integration of a complete-working software stack, as shown in
Fig. 4.

The protocol is realized with a modular and layered software architecture in which all the authentication-
related logic, cryptographic primitives, PUF interaction and communication interfaces are isolated into
separate software modules. This structure allows the reuse of code, simplifies debugging and could
provide transparent updates without disturbing the system functioning. Each module has clear inter-
faces and is loosely coupled with others, so integrating EA-UAP into diverse UAV platforms require
small modification.

Modular & Layered Raspberry Pi 4 . Software Engineering
Architecture Deployment Quality Evaluation

e Lightweight Implementation

* PUF Integration Layer  gus

© Layered Software Design @ PUF Integration Layer @ Cyclomatic Complexity
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Fig. 4. Software architecture view of EA-UAP

Finally, to demonstrate the practical feasibility, we implement this software on a Raspberry Pi
4 device which is a baby version of typical embedded computing machine applied in UAV systems.
Lightweight cryptgraphic primitives like secure hash functions & message authentication codes are
designed that require low computational cost. The PUF block is interfaced through a software abstrac-
tion layer to be used in various hardware realizations.

Besides the functional correctness, the implementation is measured in terms of software engi-
neering quality indicators such as Maintainability Index, modularity and cyclomatic complexity. Such
measurements indicate that EA-UAP is maintainable and has a low structural complexity, hence suit-
able for long term deployment and scalability. Moreover, the software-oriented architecture commodi-
tizes interface to higher layer applications such as mission control, routing and data analytics.

Taken together, this phase further validates that EA-UAP is not only safe, energy-awake but also a
software-engineered solution towards real-world UAV systems application to bridge the gap between
protocol design and practical operation of UAV systems.

*  Software Layer Integration: Three-tiered architecture is used for the structure of EA-UAP Soft-
ware, which includes mission control interface layer, adaptive authentication engine layer and
secure repository layer. The Application Layer communicates with UAV flight software and the
5G communication module as an upper interface for mission configuration and status visual-
ization. The Service Layer wraps up the underlying components - PUFHandler, AuthManager,
ContextMonitor, and EnergyManager - which implement collectively the adaptive authentication
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logic and preserve system consistency. The Data Layer includes a secure repository for storing
the encrypted PUF responses, mission states and session keys in such a way they are accessible
through authenticated service calls. Each layer is independently testable and communicates using
clearly defined APIs, offering scalability and ease of maintenance for diverse UAV systems.

*  Software Workflow: The actual operation of EA-UAP can be considered as a collaboration of its
modular services. The ContextMonitor is responsible for the continuous collection of telemetry
data, and it calculates SRL and ESL mission dynamics and residual energy parameters. Ac-
cording to these features, the AuthManager will choose the suitable authentication strategy under
Strategy Pattern for optimal tradeoff between security and energy consumption. The PUFHandler
constructs or verifies challenge—response pairs needed for identity validation and the EnergyMan-
ager predicts the power overhead of each operation, to adjust next configuration parameters. All
produced logs and session data are written in encrypted form using the Data Layer for audit and
replay protection. This process ensures a secure and adaptive confirmation cycle for constrained
UAV environment.

*  Implementation Considerations: The EA-UAP framework is implemented using Python 3.11 and
uses the PyCryptodome library for cryptographic operations. Each of these main services is im-
plemented as a standalone module, which offers REST-based endpoints allowing communication
with on-board UAV systems. The developing of the component is based on continuous-integration
philosophy to ensure reliability and traceability. Unit testing verifies the correctness of both cryp-
tographic and adaptive decision logic, integration testing validates communication between mod-
ules with simulated telemetry, and performance profiling estimates latency, processor utilization,
and energy consumption for each authentication cycle. This modular way of programming al-
lows the addition of new component or protocol updates with minimum interference to existing
services.

*  Software Validation Metrics: The system’s software implementation validation is done by using
quality and performance metrics commonly used in engineering. It scores a 82 on the maintain-
ability index which says you should be able to modify and understand that code easily. The fact
that each module has an average CC of 5.8 implies a simple control flow, which is accompanied
by low risk of logical faults. The code generality is high (65% of modules are reusable with other
IoD and IoT system). A modularity value of 0.78 validates high independence in systems. These
measures are indicators that the EA-UAP yields a strong, structured and sustainable architecture
to continue for long-term in UAV domain.

*  Outcome of the Phase: This phase bridges the gap between the conceptual authentication protocol
and its practical software deployment. Through modular microservice design and automated
testing, EA-UAP achieves software-level robustness and flexibility, enabling future extensions
such as blockchain-based trust management or federated learning integration in next-generation
UAV networks.

6. Security Analysis

This section gives the formal and informal security analysis of the designed EA-UAP protocol.
The objective is to prove EA-UAP sound in terms of mutual authentication, key secrecy, anonymity,
forward and backward secrecy and when facing classical and energy-biased compromises. The analy-
sis mixes Mao—Boyd based formal logic reasoning, Scyther -level automated verification, and straight-
line cryptanalytic discussion.

6.1. Formal Security Verification Using Mao-Boyd Logic

To verify the logical correctness of the authentication process, its applied Mao—Boyd logic, which
captures the reasoning of protocol participants about freshness, trust, and key possession. The analysis
focuses on proving that each party believes that the established session key is shared only among
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legitimate entities and remains secret to outsiders.

Let the notation A |= X denote “entity A believes X, and A< X denote “entity A sees X”. The
symbol #(X) represents the freshness of X, and { X } i represents encryption of X with key K. The
goal is to prove that after the completion of authentication, each entity believes that the corresponding
session key is shared only among legitimate peers.

Assumptions

1. U; |=U; <g, Uj: U; and Uj share the secret derived from the PUF response R;.
. Uj |= Uj <»R; GS: U; and GS share a secret derived from R;.
3. Each entity believes that its own generated nonce is fresh: U; |= #(NN;), U; |= #(N;), GS |=
#(Ng).

Goals

e U |=U; +5 K;, GS — Ui believes that the session key SK;, is a good shared secret with GS.
*  Uj |=Uj <rsk;, GS — Uj believes that SKj, is a good shared secret with GS.
* GS|=GS s Kig U; — GS believes that SKj, is fresh and shared only with Uj;.

Logical Derivation

From the message exchanges defined in Section 5.3:

1) Ujsends {M;1, M2} to U; containing the nonce N; encrypted by R; and authenticated by A(-).
Because U; can recover N; only with the correct R;, U; concludes that U; must possess the
correct PUF information: U; |= U; <+, U.

2) U, forwards {Mj1, M;s} to GS using R;, and GS verifies it using its stored R;. Thus: GS |=
U j = R; GS.

3)  The GS sends {Mg1, Mo, My3} containing fresh nonces Nj, N, authenticated with R;. Uj
verifies and learns that GS is alive and legitimate: U; |= GS <»g; U; and  Uj |= #(INy).

4) By substituting NV;, N;, and N, into the session key equations, each entity concludes that the
corresponding key is fresh and shared only with legitimate partners. Therefore: U; |= U; <5k,
GS, U; |=U; SK, GS, GS |= GS O SK, U;. Hence, the authentication process
guarantees that each session key is fresh, unique, and known only to legitimate participants.

6.2. Formal Verification Using the Scyther Tool

The EA-UAP protocol was modeled in the Security Protocol Description Language (SPDL) and
analyzed using the Scyther tool under the assumption of perfect cryptography, as shown in Fig. 5.
Three protocol roles (GS, U;, U;) were defined with claims for:

*  Secrecy of session keys (SK;;, SKjq, SKig),
*  Mutual authentication between every pair of entities,
*  Freshness of nonces (N;, N;, Ny).

The Scyther verification results confirmed that all security claims hold under unbounded verifi-

cation depth. No attack traces were discovered, indicating that EA-UAP is resistant to man-in-the-
middle, replay, and impersonation attacks within the defined threat model.

6.3. Informal Security Analysis

EA-UAP has been developed to ensure secure authentication and key establishment for dynam-
ically 5G-empowered UAV networks with preserving energy efficiency. In this section, we show an
informal security analysis to illustrate the protocol’s security against common attacks under assumed
adversary model.

e Mutual Authentication: EA-UAP realizes the mutual authentication of the Mission UAV (U;), Re-
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Fig. 5. Formal verification of the EA-UAP protocol using the Scyther tool

lay UAV 1(Uj), and GS by computation with physical unclonable function (PUF)-based challenge—
response verification test and message authentication code based on PUF. Any legitimate party
cannot be impersonated by an adversary without being able to compute valid PUF responses and
MAC s, which are infeasible under the cryptographic hardness.

*  Session Key Secrecy: The session key is formed using newly generated nonces and PUF responses
in the authentication process. Given that the session key is never exchanged in clear and it is going
to be covered by MACs, an attacker eavesdropping the communication channel would want to
recover herself this key.

*  Replay Attack Resistance: The authentication message includes a fresh nonce to prevent replay
of the message. An playback message with outdated nonces is detected, and a replay attack is
prevented.

* Impersonation Attack Resistance: Defeating Impersonation PUFs are used to bind the hardware
of each UAV to its identity which in turn thwarts impersonation attacks. Without the knowledge
of the true PUF profile, a malicious entity will not be able to convincingly replicate an authentic
UAV or the GS.

e Man-in-the-Middle Attack Resistance: EA-UAP is secure against Man-in-the-Middle (MITM)
attack as all exchanged messages are MACed based on secret session material. Any change in
the transmitted messages leads to a failure of verification and message modification cannot be
performed.

e Physical Capture and Cloning Resistance: Even if physically capturing a UAV is possible, obtain-
ing or duplicating its PUF response patterns computationally impractical because of the inherent
randomness during manufacturing. As a result large cloning and identity reproduction attacks are
avoided.

*  Energy-Depletion Attack Mitigation: A limiting frequency of full authentication is achieved by
using an adaptive authentication scheduling. For low-risk mission environments, efficient re-
authenticating or session continuation protocols are employed to minimize redundant crypto-
graphic computations as well as energy-depletion attacks.

In summary, this loose analysis presents that EA-UAP is secure enough against typical wireless and
physical attacks along with energy-aware features in UAV-based 5G system.

6.4. Summary of Security Properties

Table 2 compares the proposed EA-UAP with a number of other authentication schemes, in-
cluding PCAP [23], TCALAS [24], and UAP (py, ..., px) [25]. The comparison includes numerous

Sari Ali Sari (EA-UAP: A Software Engineering Perspective on an Energy-Aware Adaptive Authentication Protocol for
5G-Enabled UAV Systems)



596 International Journal of Robotics and Control Systems ISSN 2775-2658
Vol. 6, No. 1, 2026, pp. 577-608

cryptographic security properties and functional capabilities of interest in UAV-assisted Internet of
Drones (IoD) environments.

As demonstrated in Table 2, all studied schemes satisfy some basic security properties, e.g., mu-
tual authentication, replay attack prevention and impersonation resistance. However, most of the cur-
rent proposals concentrate on cryptographic algorithm correctness and lightweight operation, their
yet without specifying adaptive authentication schedule or energy-aware security optimization in an
explicit form. Notably, no comparison scheme considers to secure against energy-drain attacks caused
by re-/forced authenticated.

Table 2. Comparison of security and functional properties of EA-UAP with representative UAV
authentication schemes

Security Property PCAP [23] TCALAS [24] UAP[25] EA-UAP
Mutual Authentication v v v v
Replay Attack Resistance v v v v
Impersonation Resistance v v v v
Clone / Node Capture Resistance v X v v
Anonymity and Untraceability X v v v
Forward and Backward Secrecy v v v v
Energy-Aware Authentication Opti- X X X v
mization

Clock Synchronization Independence v X v v
PUF-Based Hardware Binding v X v v
Resistance to Battery-Drain Attacks X X X v

Note: v indicates supported security property, while x denotes lack of explicit support.

EA-UAP, on the other hand, retains the core cryptographic security properties of previous schemes
and additionally provides a way for energy-aware control of authentication with adaptive scheduling.
Thanks to adaptive mode selection according to energy-stress and real-time security risk, EA-UAP
further boosts resistance against battery-drain attacks, which is essential for long-endurance UAV mis-
sions. In addition, the incorporation of PUF-based hardware binding further reduces vulnerability to
physical capture and cloning attacks without additional computational costs.

Overall, this comparison verifies that EA-UAP can provide more secure performance trade-offs in
terms of the joint consideration on plaintext awareness and energy efficiency, which makes it superior
to be applied into practical scenarios for dynamic 5G-powered UAV relay networks.

7. Performance Evaluation

This section presents the performance evaluation of the proposed EA-UAP protocol in comparison
with existing authentication schemes, including PCAP [23], TCALAS [24], and UAP [25]. The anal-
ysis focuses on computational cost, communication overhead, authentication delay, and total energy
consumption. Both analytical and experimental evaluations are performed to demonstrate EA-UAP’s
efficiency in 5G-enabled Internet of Drones (IoD) environments.

7.1. Experimental Setup

Practicality evaluation is conducted by running EA-UAP on a Raspberry Pi 4 (a quad-core Cortex-
A72 CPU at 1.5GHz with 4GB RAM) serving as a typical computing unit in the UAV system. All
cryptographic primitives are based on lean adaptations of secure hash functions and message authen-
tication codes. PUF behavior is modelled on top of a challenge-response set collected from hardware-
based measurements, which guarantee realistic authentication behavior.

We model the communication environment as a 5G-supported UAV relay scenario. The latency
and packet loss of wireless communication are added to simulate the actual transmit environment.
Authentication handshakes are analyzed under static and dynamic mission environments to account
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for differences in security and energy availability.
7.2. Evaluation Metrics

The performance evaluation considers the following key metrics:

e Computation Cost (Tcomp): Time required for executing all cryptographic operations during
authentication, including PUF evaluations and hash functions. Table 3 shows Computational
Overhead of Schemes.

Table 3. Computational overhead of schemes

Scheme User GS/Server UAV Total Cost
PCAP [23] 0 2T} 2Ty, + 2T, 4Ty, + 2T,
TCALAS [24] 14Ty, + Te 973, TTh 30Th + The
UAP [25] 0 8Th 22Ty, + 4T, 301}, + 47T,
EA-UAP (proposed) 0 6T} 18Ty + 3T, 24Ty + 3T

¢ Communication Cost (1¢omm): Total time required for transmitting and receiving authentication
messages between entities.
e Authentication Delay (7iota): The sum of computation and communication costs:

Ttotal = Tcomp + Teomm- (9)
e Energy Consumption (Fay¢h): The energy consumed per authentication cycle, defined as:
B = Pepu X Tcomp + Prx x Tcomma (10)

where Pcpy and Prx represent the power consumption of the CPU and wireless transmitter, re-
spectively.

*  Mission Lifetime Extension (me): The relative increase in UAV operational duration due to
reduced authentication frequency:

Euap — Ega.
Niife = —nr — ZEAUAP o 100%. (11

Euap

7.3. Analytical Comparison

This part selected the UAP protocol [25] to serve as the major baseline as it is the most recent
and security-equivalent PUF-based authentication scheme specifically designed for UAV relay com-
munication. Although it provides strong mutual authentication and anonymity, UAP does not support
adaptive or energy-aware behavior, which makes it a good benchmark for measuring the gain brought
by EA-UAP. The evaluation of all compared solutions together with the PCAP [23] and TCALAS [24])
was done under the same game in terms of network-latency, link-quality, and cryptographic parameter
settings to avoid giving an unfair advantage to any particular scheme.

In particular, a virtual 5G interface was setup to ensure constant propagation delay in the range
of 2-4ms across all realization and identical cryptographic primitives (hash function, PUF emulation
models and MAC operations) were utilized for every instance. This ensures that the observed energy
and latency enhancements originate strictly from EA-UAP’s adaptive re-authentication architecture,
not due to varying experimental setups.

For fair comparison, the computational complexity of cryptographic primitives is normalized as
follows Hash function: 7, = 0.012ms; XOR operation: negligible (I3 =~ 0.001 ms); PUF evalu-
ation: Tpyr = 0.025ms. The total computation cost per scheme is estimated using the number of
cryptographic operations performed during a single authentication cycle. Table 4 summarizes the
results.
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From Fig. 6, EA-UAP achieves approximately 15-20% reduction in total delay compared to the
original UAP, primarily due to the introduction of fast re-authentication and session extension modes
that minimize redundant PUF and hashing operations.

Table 4. Computational and communication costs comparison

Scheme Teomp (MS)  Teomm (MS)  Tiora (ms)  Relative Energy
PCAP [23] 0.0420 0.0196 0.0616 1.00x
TCALAS [24] 1.5104 0.0174 1.5278 12.3x%
UAP [25] 0.0826 0.0408 0.1234 2.01x
EA-UAP (proposed) 0.0740 0.0300 0.1040 1.45x%
leér ' 1.528
1.4}
1.2}
E 1.0}
S 0.8}
o
&
2 06}
0.4¢
0.2¢
0.123
0.062 0.104
00 i 1 1 1
PCAP TCALAS UAP EA-UAP
Schemes

Fig. 6. Results of EA-UAP

7.4. Energy Optimization Evaluation

The adaptive behavior of EA-UAP was examined by simulations under different energy and risk
levels. The adaptive mechanism dynamically adapts the authentication intensity according to SRL and
ESL values, as explained in Section 5.4. This comparison is shown in Fig. 7.

The findings indicate that EA-UAP reduces average authentication energy by about 27% com-
pared to UAP, and over 90% with respect to TCALAS, while providing the same cryptographic
strength. Furthermore, EA-UAP prolongs the UAV mission lifetime up to 15% with stable network
conditions.

7.5. Discussion

The comparative evaluation provides a broader understanding of how the proposed EA-UAP
framework performs against existing UAV authentication schemes, namely PCAP [23], TCALAS [24],
and UAP [25]. All protocols were implemented under identical network, latency, and cryptographic
conditions on the Raspberry Pi 4B testbed to ensure fair comparison.

7.5.1. Comparative Performance Analysis

EA-UAP achieves an average authentication latency reduction of 15-20% compared with UAP
and over 90% compared with TCALAS. This improvement primarily results from minimizing re-
dundant full-scale authentications by dynamically selecting among Full, Fast, and Session-Extension
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modes based on the real-time values of the Security Risk Level (SRL) and Energy Stress Level (ESL).
Similarly, EA-UAP decreases per-session energy consumption by approximately 27% relative to UAP
and by more than an order of magnitude compared with TCALAS, which incurs high ECC pairing
costs. The context-aware scheduling effectively balances computational and communication overhead
while maintaining equivalent cryptographic strength.

22 O ° ° —e— PCAP
—»— TCALAS
16
—&— UAP
12 —A— EA-UAP
(propose!

; r’/_/.___—-
0 \\A

Low Medium High High
Mission Condition

Fig. 7. Energy consumption per authentication session under different mission conditions

7.5.2. Underlying Design Factors

These gains can be explained by about SA-UAP# The three software engineering principles built
in EA-UAP. Firstly, by using the Strategy Pattern it is possible select an authentication intensity dy-
namically without engaging to the system s architecture. Secondly, the Observer Pattern is used
to constantly observe telemetry and mission parameters of HET nodes enabling energy aware re-
authentication triggers. Third, the software stack introduces encapsulation and isolation mechanisms
to reduce cross-layer coupling for scalability and re-usability. These patterns are collectively devel-
oped into a scalable, pluggable authentication framework which supports deployment in dynamic and
diverse UAV scenarios.

7.5.3. Contextual Interpretation of Results

In practical UAV missions, the reported 27% energy saving translates to an extension of flight time
by approximately 9-10 minutes on a typical 60-minute endurance platform, assuming authentication
tasks consume about 25-30% of total power. Similarly, the 15-20% latency improvement reduces
downtime during relay handovers and link recovery, enhancing real-time responsiveness. These results
demonstrate that EA-UAP not only optimizes cryptographic performance but also provides tangible
operational benefits for 5G-enabled Internet of Drones (IoD) deployments.

7.5.4. Comparison with State-of-the-Art

PCAP and UAP both also use PUFs to achieve device-level security, but neither customize au-
thentication strength based on contextual information. TCALAS is not viable for light-weight UAVs,
even though it has efficient traceability due to the use of pairing based cryptography. It believed that
EA-UAP is the first attack model which combines low power monitoring with context-sensitive deci-
sion making for a PUF-secured execution environment that has been successfully verified by formal
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methods and automated tool support. Thus, EA-UAP fills such a gap between hardware-based trust
and adaptive energy-efficient operation for 5G UAV relay networks.

7.6. Software Engineering Performance Evaluation

In addition to cryptographic and network-level performance, this section evaluates the EA-UAP
framework from a software engineering perspective. Fig. 8 shows software engineering metrics of the
EA-UAP implementation on an embedded UAV platform.

Maintainability Index

Noit,. High MI Score Low Structural

Higtha mepore Complexity

Fig. 8. Software engineering evaluation of the EA-UAP implementation

The objective is to assess the maintainability, scalability, reliability, and efficiency of the software
implementation to ensure long-term deployability in UAV-based 5G environments.

7.6.1. Evaluation Environment

The software components of EA-UAP were implemented in Python 3.11 using the pycryptodome
library for cryptographic operations. Each functional unit (AuthManager, PUFHandler, ContextMon-
itor, and EnergyManager) was developed as an independent microservice and deployed using Docker
containers.

Automated tests and profiling were conducted on a Lenovo Legion R9000P system (AMDRyzen?7
6800H,32GB RAM) running Ubuntu 22.04 LTS.

7.6.2. Evaluation Metrics

Various quantitative software metrics were used to assess quality characteristics and efficiency
of EA-UAP. Maintainability Index (MI), Cyclomatic Complexity (CC), Code Reusability, Modular-
ity Index, Execution Efficiency and Scalability Ratio constitute the robustness of software and size
scalability. These are directly comparing those how independent the modules are, by how simple is
control flow, and what more load can be applied without much slowdown. This proof-of-concept test
demonstrates that the microservice architecture remains responsive and available even as the num-
ber of concurrent UAVs increases. Hence, EA-UAP provides the balance between security level and
software-engineering quality.

7.6.3. Experimental Results

Table 5 presents the insights derived from static analysis, runtime profiling, and code quality
assessment. The test proves that the traits of software quality are also still in EA-UAP. Its modular ar-
chitecture with microservices makes it easy for the users and developers to update any service without
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interfering with others, which in turn gives a moderate level on maintainability (82/100).

The low average Cyclomatic Complexity (5.8) indicates a reduced control structure, which is
easier to test and debug. Furthermore, long code reusability (65%) is achieved by the system among
applicable authentication applications for the IoD. Runtime profiling verifies low-latency request pro-
cessing, achieving 1.8 ms service response time per authentication cycle on average in the software
layer and experiencing only a 7.5% throughput loss when doubling co-existing UAV sessions. These
results corroborate the security, low power and compliance to modern software engineering standards
of modularity, scalability and maintainability of EA-UAP.

Table 5. Software engineering performance metrics for EA-UAP

Metric Symbol EA-UAP Result
Maintainability Index MI 82 /100 (High)
Cyclomatic Complexity CC 5.8 (Low complexity)
Code Reusability CR 65% (Reusable modules)
Modularity Index Mol 0.78 (Strong independence)
Execution Efficiency EE 1.8 ms avg response per request
Scalability Ratio SR 7.5% degradation for 2x load

8. Conclusion and Future work

In this work, we presented EA-UAP a software-defined adaptive, energy-aware authentication
protocol that is applied for 5G-empowered UAV-assisted Internet of drones (IoD) system. In con-
trast to traditional lightweight schemes that use static or periodic re-authentication, EA-UAP adjusts
the intensity of authentication based on the dynamic(real-time) Security Risk Level (SRL) and En-
ergy Stress Level (ESL). This is the flexibility architecture; it can provide a good tradeoft of high
security guarantee and long time working for averagely UAVs. In this paper we present EA-UAP, a
PUF-based hardware-rooted trust architecture with modular and layered software structure that pro-
vides both security robustness and realistic practice. Formal security analysis with Mao—Boyd logic
and scyther tool demonstrated the resistance against replay, impersonation, and MITM attacks. Per-
formance analysis over a Raspberry Pi 4 testbed showed that EA-UAP outperforms the baseline UAP
protocol with 27% reduction in authentication related energy consumption and 15%-20% latency im-
provement. Furthermore, software engineering metrics evidenced the high maintainability and low
structural complexity, which contributed to the operational integration of the system over the long
term. However, the above performance outcomes are based on controlled experimental setups and
do not fully model massive mobility (with realistic variations) or severe adversarial conditions. In
addition, the adaptive decision logic is based on fixed thresholding for SRL and ESL which may not
generalize well across all mission profiles.

In the future, we will fit learning methods (e.g. fuzzy inference systems or reinforcement learn-
ing) to tune authentication parameters on-line. Further extensions comprise the implementation of
post-quantum cryptographic primitives, more comprehensive realworld experiments (UAV physical
flights) and investigation on resilience under large-scale coordinated attacks. These guidelines are ex-

pected to improve the strength, flexibility and lifelong security of UAV authentication in 5G wireless
networks.
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