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Abstract—Homomorphic encryption (HE) was introduced to 

enable untrusted parties to apply computation over encrypted 

data without decrypting the message. It makes a promising 

future to solve security challenges with Cloud Computing. One 

of these challenges, still  HE faces complex issues such as large-

time computation and huge ciphertext size, limiting its usability 

in real-world applications. In this paper, we take into account 

many vital homomorphic encryption schemes, all of them is 

depend on computing over integers by converting the message 

to a binary format, then the ciphertext is calculated to every 

single bit of plaintext. The research contribution suggested a 

new symmetric Fully Homomorphic Encryption scheme that 

operates on integer numbers without the need for binary 

conversion. It encrypts the message using a prime secret key. 

The proposed system is achieved a great improvement over 

DGHV system. The scheme significantly reduces ciphertext size 

and execution time compared to the DGHV system. It's 

approximately 23.8 times faster than DGHV, and generates 

single Ciphertext for whole Message: Unlike traditional schemes 

that create ciphertexts for every bit of the message. The security 

hardness of proposed scheme is based on the greatest common 

divisor (GCD) problem, a well-known mathematical problem 

used in cryptography. We present a detailed explanation of 

these schemes showing their efficient techniques and compare it 

with the proposed algorithm in terms of ciphertext size of 

algorithm, and execution time and analyze their security them 

finally draw several conclusions. 

Keywords—Data Privacy of Cloud Computing, Fully 

Homomorphic Encryption, DGHV, GCD 

I. INTRODUCTION 

Homomorphic Encryption (HE) is a fresh subject of 

cryptographic studies introduced by Rivest, Adleman, and 

Dertouzos [1] in 1978 to assist people in maintaining their 

data confidentiality and privacy by enabling untrusted parties 

to process computations over encrypted information. So, in 

real-world applications such as cloud-based computing and 

privacy-preserving search, data aggregation in wireless 

network sensor scenarios, electronic voting, spam filters, etc. 

[2]-[7], The HE becomes an essential need. HE may be either 

symmetrical or asymmetrical [8]-[9]. And similarly, to other 

encryption schemes, it has three main algorithms: Key 

Generation, Encryption, and Decryption, in a homomorphic 

encryption scheme we add an Evaluation algorithm that 

applies arithmetic operation over the ciphertexts without 

seeing the original messages [10]-[11].  

Homomorphic encryption can be classified into three 

categories [12]-[14] Partial Homomorphic Encryption (PHE) 

which supports only one process either addition or 

multiplication, Somewhat Homomorphic Encryption 

(SWHE) which supports more than one process 

multiplication and addition, but the number of processes is 

limited. Fully Homomorphic Encryption (FHE) supports 

multiple–multiplication and addition operations without a 

restriction on the number of operations. The first and most 

important problem in the whole homomorphic encryption is 

that the ciphertext format must be conserved to be decrypted 

successfully after an evaluation phase [15]-[17]. The second 

crucial problem is to support an infinite number of processes, 

so the ciphertext size should be constant. Otherwise, 

increasing the size of the ciphertext will demand more 

resources and the number of functions will be reduced [18].  

The contribution of this paper develops a new fully 

homographic encryption scheme based on the FHE integer 

algorithm which is called (Enhancement of DGHV Scheme 

over Integer), the above special FHE algorithm is selected 

because the theory is extremely simpler, the key size is lower, 

smaller ciphertext size and less execution time for 

comparable performance to other FHE scheme. The 

remainder of the paper is structured as follows. In Section II: 

the background information and related work are presented. 

In Section III: the suggested technique (enhancing the fully 

homomorphic encryption scheme) Section IV describes the 

suggested FHE encryption algorithm. Implementation and 

performance result.  

 Several homomorphic ideas have been introduced in the 

literature: An encryption technique is called Fully 

Homomorphic Encryption FHE if it supports arbitrary 

computation on ciphertexts. Such a system makes it possible 

to build programs for any desirable features that can be 

executed on encrypted inputs to produce a result of 

encryption. Since such a program never needs to decrypt its 

inputs, without displaying its inputs and inner state, it can be 

run by an untrusted party [19]. In 2009 Craig Gentry 

submitted the first full homomorphic scheme over an ideal 

lattice [20]. The lattices became more common among 

cryptography scientists after Gentry's study. After that, some 

works such as Smart and Vercauteren in 2010 [21] worked 

merely on enhancing the Gentry ideal lattice-based FHE 

system [22]. Then, in 2010 Van Dijk-Gentry-Halevi-

Vaikuntanathan introduced the FHE scheme over integers 

based on the Approximate-GCD problems [23]. The 

conceptual simplicity is the main motivation behind the 

model. After that, in 2011 Brakerski and Vaikuntanathan 

suggested another FHE system whose hardness is based on 

Ring Learning with Error (RLWE) problems, the suggested 
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scheme promises some characteristics of efficiency. And at 

last, López-Alt, et al. in 2012 presented an NTRU-like FHE 

for its promising effectiveness and standardization 

characteristics. NTRU-Encrypt is one of the earliest attempts 

based on the Lattice problem. So, fully homomorphic 

encryption schemes can be categorized under four main FHE 

families [24]-[25]: (1) Ideal lattice-based by Gentry in 2009, 

(2) Over integers by Van Dijk et al. in 2010, (3) (R)LWE-

based by Brakerski and Vaikuntanathan in 2011, and (4) 

NTRU-like by López-Alt et al. in 2012, as shown in Fig. 1. 

 

Fig. 1.  Main classification of fully homomorphic encryption schemes 

A. Description of Dijk-Gentry-Halevi-Vaikuntanathan 

Scheme Fully Homomorphic Encryption Over the 

Integers 

In 2010, Marten van Dijk, Craig Gentry, Shai Halevi, and 

Vino Vaikuntanathan introduced a second fully 

homomorphic encryption scheme called (the DGHV scheme) 

[26], the main contribution of this scheme is its operations are 

performed on integers using elementary modular arithmetic 

computation instead of Euclidean lattices over a polynomial 

ring. The DGHV scheme description is as follows: 

 
DGHV Fully homomorphic encryption algorithm 

Key 

generation(λ) 

Step 1:  

pick a secrete key p as an odd 𝜂 bit integer 

from interval 𝑝 ∈  [21−𝜂 , 2𝜂). 

Encryption 

(p, m) 

Step 1:  

The plaintext space in this scheme is 𝑚 =
 𝑍2 ,means convert the message to binary 

format 𝑚 𝜖 {0, 1} 

Step 2:  

Calculate ciphertext: 𝑐 =  𝑝𝑞 +  2𝑟 +  𝑚 

for each message bit. 

Step 3:  
Chose the integers q, r at random in some 

other prescribed intervals, such that 2𝑟 is 

smaller than 𝑝/2 in absolute value, 𝑟 ≈

 2√𝜂 and generate 𝑞 ≈  (2 𝜂)3  
Decryption 

(𝒑, 𝒄) 

𝑂𝑢𝑡𝑝𝑢𝑡 =  (𝑐 𝑚𝑜𝑑 𝑝) 𝑚𝑜𝑑 2 

= 𝑐 −  𝑝 ∗ ⌊𝑐/𝑝⌉ 𝑚𝑜𝑑 2. 

 

Where this scheme encrypts each bit from the message 

and it is considered complex because it is generating some 

bits to hide one bit. 

• Homomorphic properties:  

Let  𝑐1 =  𝑝𝑞1 +  2𝑟1 +  𝑚1, 

𝑐2 =  𝑝𝑞2 +  2𝑟2 +  𝑚2 

• Additive Homomorphic properties: 
𝑐1 +  𝑐2 =  (𝑞1 +  𝑞2)𝑝 +  2(𝑟1 +  𝑟2) 
+ (𝑚1 +  𝑚2) 
 [(𝑐1 +  𝑐2) 𝑚𝑜𝑑 𝑝] 𝑚𝑜𝑑 2 ≡  𝑚1 𝑋𝑂𝑅 𝑚2 (𝑚𝑜𝑑2) 

• Multiplicative Homomorphic properties: 
𝑐1. 𝑐2 =  (𝑞1𝑞2𝑝 +  2𝑞1𝑟2 +  𝑞1𝑚2 +  2𝑞2𝑟1 +  𝑞2𝑚1) 

𝑝 +  2(2𝑟1𝑟2 +  𝑟1𝑚2 +  𝑟2𝑚1)  +  𝑚1𝑚2 
[(𝑐1. 𝑐2 𝑚𝑜𝑑 𝑝) 𝑚𝑜𝑑 2]  ≡  𝑚1 𝐴𝑁𝐷 𝑚2 (𝑚𝑜𝑑2)  

B. A Simple Fully Homomorphic Encryption Scheme 

A Simple Fully Homomorphic Encryption Scheme (SDC 

Scheme) was presented by Jian Li, Danjie Song, Sicong Chen 

and Xiaofeng Lu in 2012 [27]-[28]. the scheme derived from 

the Gentry cryptosystem to ensure privacy in cloud storage. 

The description of Simple Fully Homomorphic Encryption 

scheme is as follows: 

 
A Simple Fully Homomorphic Encryption Scheme 

Key 

generation(𝒑) 

Step 1:  

Generate a prime odd bit integer 𝑝  as 

private key 

Step 2: Generate 𝑞 which is a random 

number 

Encryption 

(𝒑, 𝒎) 

Step 1:  

Convert the plain text to binary format 

𝑚 𝜖 {0, 1} 

Step 2:  

Calculate ciphertext 

𝑐 =  𝑚 +  𝑝 +  𝑟 ∗  𝑝 ∗  𝑞,  

where: 𝑟: is  a random number of 𝑅 − 𝑏𝑖𝑡  

Decryption 

(𝒑, 𝒄) 
𝑚 =  (𝑐 𝑚𝑜𝑑 𝑝) 

Retrieval(𝒄)  𝑅 =  (𝑐𝑖 –  𝑐 𝑖𝑛𝑑𝑒𝑥) 𝑚𝑜𝑑 𝑞 

 

At the client-side, the client encrypts the Keywords m 

index, so 𝑐 𝑖𝑛𝑑𝑒𝑥 =  𝑚 𝑖𝑛𝑑𝑒𝑥 +  𝑝 +  𝑟 ∗  𝑝 ∗  𝑞   ,then 

send it to the server. After receiving the c index, the server 

reads the ciphertexts and computes: 𝑅 =  (𝑐𝑖 −
 𝑐 𝑖𝑛𝑑𝑒𝑥) 𝑚𝑜𝑑 𝑞, once 𝑅 =  0, that is mean the ciphertext 

retrieval succeeds, and ci is the desired result. Suppose 𝑐1 =
 𝑚1 +  𝑝 +  𝑟1 ∗  𝑝 ∗  𝑞, 𝑐2 =  𝑚2 + 𝑝 +  𝑟2 ∗ 𝑝 ∗  𝑞. 

• Additive Homomorphism: 
𝑐3 =  𝑐1 +  𝑐2 =  (𝑚1 +  𝑚2) +  (𝑟1 +  𝑟2) 
∗  𝑝 ∗  𝑞 +  2𝑝. 
𝑚3 =  𝑐3 𝑚𝑜𝑑 𝑝 =  𝑚1 +  𝑚2. 

• Multiplicative Homomorphism: 
𝑐4 =  𝑐1 ∗  𝑐2 =  𝑚1 ∗  𝑚2 + (𝑚1 +  𝑚2 +  𝑝) 
𝑝 +  𝑟1 (𝑝 + 𝑚 +  𝑟2) 𝑝 𝑞 +  𝑟2. 

C. Nuida-Kurosawa FHE Scheme 

Nuida and Kurosawa proposed in 2015 [29], an FHE 

scheme over the integers with message space ZQ where Q is 

a prime [30]. The degree of the decryption circuit is smaller 

than the previous scheme and the scheme is more efficient. 

This is a conversion of the Boolean circuit and arithmetic 

circuit. We mainly study the symmetric version of the Nuida-

Kurosawa FHE scheme and describe it as follows. 

 
Nuida-Kurosawa FHE Scheme 

Key generation(𝛌) 

Step 1: 

Select an odd number 

pϵ[2λ−1,2λ) 

Step 2:  

Set p as the secret key. 

Encryption (𝐩, 𝐦) 

Step 1:  

Given a message m ∊  ℤQ  

Step 2:  

Calculate the ciphertext as: 

c =  pq +  Qr +  m; 

Step 3:  

Where the integers q, r are 

chosen at random in some other 
prescribed intervals, such that 

Qr < |p/2|  . 
Decryption (𝐩, 𝐜) m =  (c mod p) mod Q. 
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• Additive homomorphic property:  

(𝑐1 +  𝑐2)𝑚𝑜𝑑 𝑝 𝑚𝑜𝑑 𝑄 =  𝑚1 +  𝑚2 

• Multiplicative homomorphic property: 

(𝑐1 ·  𝑐2) 𝑚𝑜𝑑 𝑝 𝑚𝑜𝑑 𝑄 =  𝑚1 ·  𝑚2 

D. Proposed Algorithm 

After looking in [DGHV, SDC and Nuida-Kurosawa] 

fully homomorphic encryption schemes, we take note that 

the  message  previous encrypted as one bit, as either 0 or 1, 

and get a huge cipher text size for one character. where the 

plaintext characters converted to binary format (8-bit) then 

encrypts each bit to perform one ciphertext for each bit that 

is mean eight ciphertext for each character in the plaintext, 

Our proposed encryption scheme encrypts the integer number 

as whole character using: 𝑐 =  𝑚 +  2𝑟 𝑝 +  𝑝. 𝑞 without 

converting it to binary format and gets one ciphertext instead 

of 8-ciphertext.We modified on DGHV encryption equation 

and there is other method also try to encrypt the plaintext 

without converting it to binary format [31]. 

E. Algorithm of Proposed Algorithm (Symmetric 

Encryption) 

a) Generation of Key 

Step 1: Client generates a prime big integer 𝑝 as private key 

Step 2: Chose 𝑞 ∈  𝑍𝑛,  big integer number. 

Step 3: Chose  𝑟 ∈  𝑍𝑛, small integer number.  
b) Encryption  

Step 1:  
A Input message m without converting it to binary forma, where 

𝑚 ∈ [0, 𝑝 −  1] 
Step 2:  

Calculate the encryption of plaintext  

𝐶 = 𝑚 + 2 𝑟. 𝑝 + 𝑝. 𝑞  
c) Decryption 

Step 1:  

Input message C (one cipher text for one character) 

Step 2:  

Decrypt the cipher text C using the same privet key p 

𝑚 = 𝐶 𝑚𝑜𝑑 𝑝 where  𝑚 < 𝑝  
c) Evaluation 

Let C1 the ciphertext for m1   and C2 the ciphertext for m2   

𝐶1 =  𝑚1 +  2 𝑟1 𝑝 +  𝑝. 𝑞 
𝐶2 =  𝑚2 +  2𝑟2  𝑝 +  𝑝. 𝑞 

 

• Additive homomorphic property: A homomorphic 

encryption support addition process if, 

𝐷𝑒𝑐[ 𝑠𝑘 , (𝐸𝑛𝑐 𝑠𝑘 (𝑚1) +  𝐸𝑛𝑐 𝑠𝑘 (𝑚2))] 

=  𝑚1 + 𝑚2 
• Multiplicative homomorphic property: A 

homomorphic encryption support multiplication if 

𝐷𝑒𝑐[ 𝑠𝑘 , ( 𝐶 𝑠𝑘 (𝑚1) ∗  𝐶 𝑠𝑘 (𝑚2))]  =  𝑚1 ∗ 𝑚2 

If both properties are satisfied simultaneously then the 

algorithm is called fully homomorphic. The proposed 

algorithm scheme can be described as follows: 

• KeyGen  (𝜆):  

Chose a big prime integer randomly and set it as a secret 

key p. 

• Encryption phase (𝑆𝑘, 𝑚):  
The message 𝑚  [0, 𝑝 −  1] encrypted by private key p 

using 𝐶 =  𝑚 + 2 𝑟 𝑝 + 𝑝. 𝑞 

Where the noise 𝑟 is a random integer (adding value of 

noise 𝑟 is to  hide the private key 𝑝) and choosing q as a 

constantan big integer (represent duplicated number of 𝑃). 

• Evaluate phase (𝑆𝑘, 𝑚1 . . . 𝑚𝑛, 𝑐1, . . . , 𝑐𝑛 ): after 

applying the process either addition or multiplication to n 

ciphertexts ci, then the decryption of the resultant 

ciphertext ci, lead to the same result if the addition and 

multiplication process applied to 𝑛 input 𝑚𝑖 . 

Decrypt phase (𝑆𝑘, 𝐶): the ciphertext decrypted C using 

the private key 𝑃 using: 𝐶 ∶ 𝑚 = 𝑐 𝑚𝑜𝑑 𝑝 

The mathematical proof that the proposed algorithm scheme 

supports both additive and multiplicative homomorphism 

properties: Suppose, 𝑐1 =  𝑚1 + 2 𝑟1 𝑝 +  𝑝. 𝑞, 𝑐2 =
 𝑚2 + 2 𝑟2 𝑝 +  𝑝. 𝑞 

• Additive Homomorphism: 

𝑐3 =  𝑐1 +  𝑐2 =  (𝑚1 +  𝑚2) + (𝑟1 +  𝑟2) 

𝑝 +  2 𝑝. 𝑞 
𝑚3 =  (𝑐1 +  𝑐2) 𝑚𝑜𝑑 𝑝 =  𝑚1 +  𝑚2 

• Multiplicative Homomorphism: 

𝑐4 =  𝑐1. 𝑐2 =  𝑚1. 𝑚2 +  (𝑚1 +  𝑚2 +  𝑝. 𝑞)𝑝. 𝑞  
+ 𝑟1 (𝑚2 + 𝑟2 +  𝑝. 𝑞) 
𝑝 +  𝑟2 (𝑚1 +  𝑝. 𝑞)𝑝. 𝑚4  
=  (𝑐1. 𝑐2) 𝑚𝑜𝑑 𝑝 =  𝑚1. 𝑚2. 

F. The Proposed Method Example 

a) Generation of Key 

➢ Let a prime secret key p =1307645657. 

➢ Chose q ∈ Zn, q =4259427989. 

➢ Select two integers 𝑟1 = 12328989585 and 𝑟2 = 2236953862, 

randomly. 

➢ Let the messages 𝑚1 =  70 and  𝑚2 =  45  
b) Encryption 

Now calculate ciphertext c1 for first message 

𝑚1 𝑐1 =  𝑚1 +  𝑟1 𝑝 +  𝑝. 𝑞 

𝑐1 = 70 + 12328989585 ∗ 1307645657 + 1307645657 

∗  4259427989 

𝑐1 = 21691772197143576188. 
Then calculate ciphertext c2 for second message 𝑚2: 

𝑐2 =  𝑚2 +  𝑟2 𝑝 +  𝑝. 𝑞 

𝑐2 =  45 +  2236953862 ∗  1307645657 +  1307645657  
∗  4259427989 

𝑐2 = 8494965513673771152 

c) Evaluation 

Additive Homomorphic 

Encryption Scheme 

Let c3 represent the addition of 

two encrypted messages: 

𝑐3 = 𝑐1 +  𝑐2 

= 21691772197143576188 

+8494965513673771152 
= 30186737710817347340 

Multiplication Homomorphic 

Encryption Scheme 

Let  𝑐4 represent the multiplication 

of two encrypted messages: 

𝑐4 = 𝑐1. 𝑐2  
= 21691772197143576188*  

   8494965513673771152 

= 1842708567452022071687390028 
 81588528576 

e) Decryption 

Now decrypt c3: 

𝑚3 =  𝑐3 𝑚𝑜𝑑 𝑝 𝑚3 

=30186737710817347340  

mod 1307645657 m3=115 

This is equal to 𝑚1 +  𝑚2  

(i.e., 70 + 45=115) 

Now decrypt 𝑐4: 

𝑚4 =  𝑐4 𝑚𝑜𝑑 𝑝 𝑚4 

=1842708567452022071687390028 

  81588528576 𝑚𝑜𝑑 1207645633 

𝑚4= 3150, this is equal to 𝑚1 ∗
 𝑚2  (𝑖.𝑒., 70 ∗454 = 3150). 

II. RESULTS AND DISCUSSION 

In this section, the proposed algorithm compared with the 

rest schemes in terms of security, execution time and 

ciphertext size. 

A. Execution Time 

As shown in Table 1, the result reveals that the execution 

time of the proposed scheme is less than the time required for 

DGHV, SDC, and SAM schemes for the same parameters 

𝑝, 𝑞, 𝑟, and the same size of the message. By comparison with 
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reference [8], the results show that the proposed method is 

much faster than the previous methods and the execution time 

of the proposed scheme is very fast. Fig. 2 displays the 

execution time for the proposed method and Fig. 3 display 

the comparison between the fully homomorphic encryption 

schemes in term of execution time. The proposed algorithm 

ciphertext size for addition vs multiplication process shown 

in Fig. 4. 

Table 1. Comparison between the proposed algorithm & REF. [8] in term 

of execution time 

Length of 

the 

message 

Execution Time in (ms) 

The 

proposed 

algorithm 

DGHV-

FHE 

algorithm 

SDC-FHE 

algorithm 

SAMFHE 

algorithm 

12 bytes 4.69 1118 1180 1007 

1.4 Kbyte 20.93 124182 1283068 20818 
2.8 Kbyte 27.003 6715148 4425899 72901 

 

Fig. 2. The proposed method execution time 

 

Fig. 3. Comparison between the proposed method, and other schemes in 

term of execution time 

B. Ciphertext size 

The main contribution of this proposed system is a 

reduction in ciphertext size it encrypts the whole message as 

an integer number and generates one ciphertext, instead of 

converting the plaintext to binary format and encrypts every 

bit individually to produce eight ciphertexts to every byte in 

plaintext. The proposed algorithm ciphertext size in Table 2. 

Table 2. The proposed algorithm ciphertext size 

Length of the message 

(plaintext) 

          The generated ciphertext  

Addition process Multiplication process 

12 Byte 14 bytes 22 bytes  

1.4 K byte 1.64 Kbyte 2.57 Kbyte 
2.8 Kbyte 3.28 K byte 5.15 Kbyte  

 

Fig. 4. The proposed algorithm ciphertext size for addition vs 

multiplication process 

C. Security 

As mentioned in the literature review section and Fig.1 

the security strength of the DGHV scheme is based on the 

(approximate GCD) problem, The robustness in the security 

of the proposed algorithm depends on the selection of a large 

prime number as a secret key compared to the selection of 

any number by selecting the appropriate parameters for the 

scheme, and it is proven to be resistant to brute force attacks 

w              λ                       f                  

explained by the fact that the prime number itself costs the 

third party, where it is first important to check that the number 

is prime, and then the prime number should be checked on 

the encryption equation, which requires several attempts to 

break the code. Also, the prime number provides a unique 

probability of decrypting the ciphertext. 

III. CONCLUSION 

Information security is undoubtedly the biggest concern 

in the world. And yet one of the solutions is homomorphic 

encryption that provides data processing privacy and security 

in unreliable environments such as grid computing and cloud. 

Van Dijk fully homomorphic encryption scheme defines a 

simpler scheme than the Gentry scheme, but both of them are 

limited to encrypting every bit of the message individually. 

This work extends the DGHV scheme to enable operations 

with integers of arbitrary size of plaintext without 

transforming them into bits.it is a symmetric scheme with a 

very big odd integer private key.  The evaluation of the 

proposed algorithm is based on performance in terms of 

execution time and memory requirements. Which is less 

execution time needed and less ciphertext size. The proposed 

algorithm presents a global performance improvement which 

is 23.8 times faster than the DGHV scheme. 
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